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ABSTRACT 
In the current digital era, cybersecurity is vital. With the ease with which criminals can now 

access data in today's age of modern technology, information security has become crucial. 

Cybersecurity has emerged as a critical concern for not only nations but organizations and 

individuals as well. Cyberattacks have increased every year. Nations including India, US, 

China have taken measures in order to prevent cyber crimes. Despite these measures, hackers 

continue to harm the systems of the government and steal important assets. This paper focuses 

on cyberattacks in countries, analyzing notable cyber incidents and policies framed to tackle 

cyber crimes. This study highlights the need of improving the way laws and policies are 

implemented even after they are created. 

INTRODUCTION 

Cyber security is described as the practice of protecting systems, networks, devices and 

programmes from cyber attacks. Cyber security aims to protect individuals’ and organisations’ 

data, applications, and financial assets against malicious attacks. As the world is becoming 

digitally advanced, the threat of cyberattacks is growing across countries including India, USA 

etc. In India, transportation systems, communication networks, and financial sectors are 

vulnerable to cyberattacks. 

India has witnessed cyberattacks on a small scale as well as on a larger scale. There have been 

cyber attacks including Cosmos Bank Cyber attack, UPI cyber attack, AIIMS cyber attack and 

so on 

This year, several French government institutions were massively hit by cyber attacks which 

were classified as “unprecedented in intensity” in March. France reported 68 cyber attacks 

linked to the Olympic Games since 22 July, 2024, months after the cyber attacks targeted the 

government institutions. Cybercriminals targeted the Paris Olympics with fake ticket sales 

scams, close to 338 fraudulent ticket websites, phishing links, data theft etc. The USA has also 

been prone to cyber attacks. In 2020, there was a significant cyberattack that was allegedly 

carried out by a group supported by the Russian government breached thousands of companies 

worldwide, including several branches of the federal government of the United States, and 

resulted in several data breaches. This cyber attack and data breach were reported to be one of 

the worst cyber spying incidents to have happened to the United States. 

There is a need for cyber security as it protects the cyberspace from cyber attacks, damage to 

cyberspace, misuse of cyberspace and economic espionage. 

To tackle cyber attacks and protect the data, countries have formed laws or policies for example 

- US has designed Cybersecurity Information Sharing Act to improve cybersecurity .India has 

taken the initiative for cyber security by framing a policy called as National Cyber Security 
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Policy 2013. This paper would focus upon challenges posed by cyber attacks, India's 

vulnerability to cyber attacks, what are the initiatives taken by the government and will also 

delve into a comprehensive analysis of how countries for example - India, USA, Russia, China 

have countered cyber attacks in the past and continue to and how effective have the 

policies/laws been to tackle cyber attacks 

LITERATURE REVIEW 
1. Ejiofor, O., Akinsola, A., Wahab, A. K., & Edozie, S. (2024, February 6). Assessing 

The Effectiveness Of Current Cybersecurity Regulations And Policies In The US. 

ResearchGate. 

https://www.researchgate.net/publication/378931472_Assessing_The_Effectiveness_ 

Of_Current_Cybersecurity_Regulations_And_Policies_In_The_US 

This research paper analyzes the current cybersecurity policies and acts in the United 

States.This paper helped me understand the frameworks established by the US 

government for cybersecurity and its challenges, success, and the need for continuous 

revamping of regulations amidst the escalation of cyber threats .It provided me with a 

basic understanding of cybersecurity in the US and how all of the laws and policies, 

such as those from the National Institute of Standards and Technology (NIST), FISMA, 

and CISA, operate. 

2. Sheth, A. (2021, June). (PDF) Research Paper on Cyber Security. ResearchGate. 

https://www.researchgate.net/publication/352477690_Research_Paper_on_Cyber_Sec 

urity 

Cybersecurity has emerged as a critical area in the wake of cyber threats. This research 

paper aims to combine key findings, frameworks, types of cyber security etc. It helped 

me understand the basic meaning of cybersecurity. 

3. Gade, N. R., & Reddy, U. G. J. (2014, February). (PDF) A Study Of Cyber Security 

Challenges And Its Emerging Trends On Latest Technologies. ResearchGate. 

https://www.researchgate.net/publication/260126665_A_Study_Of_Cyber_Security_ 

Challenges_And_Its_Emerging_Trends_On_Latest_Technologies This research 

paper speaks about the major role of cybersecurity in the era of technology. The paper 

primarily addresses the difficulties that modern technology presents for cyber 

security. It also emphasizes the most recent developments in cyber security methods, 

morality, and trends that are redefining the field. 

4. Kumar, V., & Scholar. (2022). ISSUES & CHALLENGES OF CYBER SECURITY 

IN INDIA: A STUDY. Issues & Challenges of Cyber Security in India: A Study, 

7(2456-4184), 2456–4184. https://www.ijnrd.org/papers/IJNRD2208016.pdf This 

research paper presents a cyber security structure of India, role of the government, 

https://www.researchgate.net/publication/378931472_Assessing_The_Effectiveness_Of_Current_Cybersecurity_Regulations_And_Policies_In_The_US
https://www.researchgate.net/publication/378931472_Assessing_The_Effectiveness_Of_Current_Cybersecurity_Regulations_And_Policies_In_The_US
https://www.researchgate.net/publication/352477690_Research_Paper_on_Cyber_Security
https://www.researchgate.net/publication/352477690_Research_Paper_on_Cyber_Security
https://www.researchgate.net/publication/352477690_Research_Paper_on_Cyber_Security
https://www.researchgate.net/publication/260126665_A_Study_Of_Cyber_Security_Challenges_And_Its_Emerging_Trends_On_Latest_Technologies
https://www.researchgate.net/publication/260126665_A_Study_Of_Cyber_Security_Challenges_And_Its_Emerging_Trends_On_Latest_Technologies
https://www.ijnrd.org/papers/IJNRD2208016.pdf
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national cyber security policy 2013, other initiatives and challenges of cybersecurity in 

India. The overview of the structure in India helped me formulate my research paper. 

5. Jiang, M. (2021, January 5). Cybersecurity Policies in China. ResearchGate; unknown. 

https://www.researchgate.net/publication/348225744_Cybersecurity_Policies_in_Chi 

na 

The author has mapped out China's cybersecurity policies in five different areas 

personal data protection, consumer protection, cybercrime, threats to public order, and 

cyberdefense. The chapter helped me gain insights into China’s policies in these five 

aspects. 

6. Bendovschi, A. (2015). (PDF) Cyber-Attacks – Trends, Patterns and Security 

Countermeasures. ResearchGate. 

https://www.researchgate.net/publication/283967866_Cyber-Attacks_-_Trends_Patter 

ns_and_Security_Countermeasures 

Cyberattacks are becoming an increasingly common occurrence for both individuals 

and businesses of all sizes, but there is still a lack of general awareness on cybercrime. 

This research paper delves upon various types of attacks, its distribution and impact. 

7. Humayun, M., Niazi, M., Jhanjhi, N. Z., & Alshayeb, M. (2020). (PDF) Cyber Security 

Threats and Vulnerabilities: A Systematic Mapping Study. ResearchGate. 

https://www.researchgate.net/publication/338419380_Cyber_Security_Threats_and_

V ulnerabilities_A_Systematic_Mapping_Study 

The research paper provides a broad and detailed landscape of cyber security 

vulnerabilities. A systematic mapping study was conducted wherein they highlighted 

the common security vulnerabilities and how organizations and individuals are 

vulnerable. 

8. Khyati Tejpal, & Jayashree Vivek Patole. (2023, July 13). CYBERSECURITY: 

PRESSING PRIORITY OF INDIA. ResearchGate; unknown. 

https://www.researchgate.net/publication/372316532_CYBERSECURITY_PRESSIN 

G_PRIORITY_OF_INDIA 

Tejpal and Patole’s paper comprehensive analysis of the current state of cybersecurity 

in India. It helped me in gaining knowledge on the common cyber threats faced by 

India and what steps have been taken to counter. 

9. Vk, D., Member, S., & Aayog, N. (2019). Cyber Security. 

https://www.niti.gov.in/sites/default/files/2019-07/CyberSecurityConclaveAtVigyanB 

havanDelhi_1.pdf 

https://www.researchgate.net/publication/348225744_Cybersecurity_Policies_in_China
https://www.researchgate.net/publication/348225744_Cybersecurity_Policies_in_China
https://www.researchgate.net/publication/348225744_Cybersecurity_Policies_in_China
https://www.researchgate.net/publication/283967866_Cyber-Attacks_-_Trends_Patterns_and_Security_Countermeasures
https://www.researchgate.net/publication/283967866_Cyber-Attacks_-_Trends_Patterns_and_Security_Countermeasures
https://www.researchgate.net/publication/283967866_Cyber-Attacks_-_Trends_Patterns_and_Security_Countermeasures
https://www.researchgate.net/publication/338419380_Cyber_Security_Threats_and_Vulnerabilities_A_Systematic_Mapping_Study
https://www.researchgate.net/publication/338419380_Cyber_Security_Threats_and_Vulnerabilities_A_Systematic_Mapping_Study
https://www.researchgate.net/publication/338419380_Cyber_Security_Threats_and_Vulnerabilities_A_Systematic_Mapping_Study
https://www.researchgate.net/publication/372316532_CYBERSECURITY_PRESSING_PRIORITY_OF_INDIA
https://www.researchgate.net/publication/372316532_CYBERSECURITY_PRESSING_PRIORITY_OF_INDIA
https://www.niti.gov.in/sites/default/files/2019-07/CyberSecurityConclaveAtVigyanBhavanDelhi_1.pdf
https://www.niti.gov.in/sites/default/files/2019-07/CyberSecurityConclaveAtVigyanBhavanDelhi_1.pdf
https://www.niti.gov.in/sites/default/files/2019-07/CyberSecurityConclaveAtVigyanBhavanDelhi_1.pdf
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This paper gives an overview of the most popular cyberattacks that have taken place in 

India. It was helpful for me to understand the cyber situation in India, cyber disruptions 

that have taken place, who are the victims, what tactics are used etc. 

10. National Cyber Security Policy -2013. (n.d.). Meity.gov.in; Ministry of Electronics and 

Information Technology. 

https://www.meity.gov.in/writereaddata/files/National_cyber_security_policy-2013_0. 

pdf 

The article effectively explains the entire National Cyber Security Policy 2013 of India 

from its missions, visions, objectives to strategies, framework. 

OBJECTIVES 
❖ To study cyber security infrastructure in India, US, China, Russia 

❖ To examine the cyber attacks that have occurred in India and in the major powers of 

the world such as US, China, Russia 

❖ To analyse the impact of the cyber attacks in the above mentioned countries 

❖ To study how they have countered these cyber attacks for example - any measure, 

policy or law that has been implemented 

METHODOLOGY 
This research paper explains the meaning and importance of cyber security. Further it focuses 

on the cyber attacks in India and in major superpowers such as Russia, China, US. The paper 

also delves into the policies or laws that have been framed to counter cyber attacks. This is 

qualitative research wherein I have relied on several journals and news articles to understand 

my topic better. 

The most common attacks are denial of service, malicious codes, viruses, worms and 

trojans, malware, malicious insiders, stolen devices, phishing and social engineering, web-

based attack . In over one month of research, I found out that Russia and China have been 

called out for their involvement behind cyberattacks in the US, India and other developing 

countries. Despite laws and policies, there is no end to cyber threats. There is a strong need 

to revamp the policies and implement them correctly. 

https://www.meity.gov.in/writereaddata/files/National_cyber_security_policy-2013_0.pdf
https://www.meity.gov.in/writereaddata/files/National_cyber_security_policy-2013_0.pdf
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FINDINGS 

Cyberattacks in India 

India was among the top five countries to be affected by cyber crime as per a 22 October report 

by online security firm ”Symantec Corp. As per India Cyber Threat 2023, nearly 400 million 

malware instances were detected on an huge network with 8.5 million endpoints. 2023 

witnessed a 40 percent increase in sophisticated cyber attacks targeting government 

infrastructure, organizations, and individuals, compared to the previous year. Before going 

further into the cyber security initiatives and policies in India, let’s first understand the major 

cyber attacks that have taken place in India. 

Top Cyber Attacks in India 

1. Cosmos Bank Cyber Attack 

The cyber attack in the Pune-headquartered Cosmos Bank, one of the oldest 

cooperative banks in the country shocked many as the bank lost a huge sum of Rs 94 

crore to cybercriminals in just three days in August 2018. A total of Rs 80.50 crore was 

lost in the start from thousands of ATM transactions from India and 28 other countries 

identical debit cards of the bank and second time, ₹13.92 crore through SWIFT 

transfers were stolen. 

In 2023, 11 accused were convicted and sentenced to different periods of imprisonment 

along with fines of different amounts. One of the accused died before the judgement 

and the others were imprisoned under the Information Technology (IT) Act. 

The same year, financial sector in India suffered more than 13 lakh cyber attacks 

between January and October 2023 said the Reserve Bank of India in its report meaning 

every day this year all banks and non-banking institutions faced around 4,400 cyber 

attacks this year 

2. Wannacry ransomware attack 

India was the third worst hit country by ransomware WannaCry, one of the largest cyber 

attacks as over 40,000 computers were affected. Despite this, no significant bank or 

business reported any disruption to their operations, raising questions about whether 

these organizations are even disclosing the attack. 

The government of India had earlier claimed that the ransomware attack did not have 

a serious impact but its official documents revealed that the corporate affairs ministry's 

key portal for making filings by companies - MCA21 - had come under cyber attack in 

May 2017. Odisha, Kolkata, Andhra Pradesh, Gujarat and Kerala reported a series of 

attacks during WannaCry's outbreak. The attack was in the nature of a 'zero day attack' 
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meaning hackers exploit a flaw in a software system that is not known to the vendor. 

The attack was noticed on May 7. 

Security software maker Quick Heal said that it had detected over 48,000 instances of 

the WannaCry ransomware attack in India using those systems running Windows OS. 

CERT-In, an office within the Ministry of Electronics and Information Technology of 

the Indian government, had issued an advisory in relation to the cyber attack. The 

advisory stated that the ransomware is spreading widely and by using a vulnerability 

in implementations of Server Message Block (SMB) in Windows systems. To prevent 

infection, the users and organizations were advised to apply rectifications to Windows 

system as detailed in Microsoft Security Bulletin MS17-010 

3. Cyber attack in AIIMS, New Delhi 

AIIMS New Delhi servers were attacked on November 23 and created havoc in all 

systems. The Institute's services from appointments to registration and admission to 

discharge, billing, and report generation were badly affected. The servers had gone out 

of service and the medical institute had to resort to manual mode. The hospital's 

services remained blocked for several days as Delhi Police joined the investigation with 

Indian Computer Emergency Response Team (CERT-In) and National Informatics 

Centre (NIC) .The servers used in the cyber attack may have originated in China or 

Hong Kong as part of the investigation into the incident. Reports stated that the AIIMS 

Delhi server attack was done by the Chinese. The FIR details revealed that the attack 

had originated from China. The Intelligence Fusion and Strategic Operations (IFSO) 

unit of the Delhi Police registered a case of extortion and cyber terrorism on November 

25. The medical institute was hit by another fresh cyber attack at 2.50 PM on June 6, 

2023. The Institute had tweeted that the attempt was effectively stopped and the threat 

was eliminated by the cyber-security systems that were put in place 

4. UPI Ransomware attack 

This year, Unified Payments Interface (UPI) and Immediate Payment Service (IMPS) 

of 300 small and cooperative banks were affected by a ransomware attack. This year, 

Unified Payments Interface (UPI) and Immediate Payment Service (IMPS) of certain 

banks were affected by a ransomware attack. The National Payments Corporation of 

India (NPCI) said that UPI, IPMS and other payment systems for certain banks will be 

temporarily not available. As per the NPCI website, their objective is to keep the 

payment systems secure and user data adequately protected. The NPCI has taken a lot 

of initiatives to implement new cybersecurity initiatives to strengthen our cybersecurity 

posture and increase our resilience and ability to handle cyberthreats. 
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Some of the cybersecurity initiatives include improving on our Security Operations 

Centres (SOCs) capabilities by implementation of advanced monitoring and detection 

tools to identify and address the cyber threats proactively, Adopting Zero trust 

Architecture to ensure the safety and security of NPCI infrastructure etc. 

Policies to counter cyber attacks 

India has seen significant cyber attacks in recent years so to address these challenges, the Indian 

government has implemented various policies and initiatives to tackle cyber attacks. Here are 

the lists: 

❖ Indian Computer Emergency Response Team (CERT-In 

Indian Computer Emergency Response Team also called as CERT-In is an office within 

the Ministry of Electronics and Information Technology of the Government of India. It 

is the national nodal agency for responding to computer security incidents as and when 

they occur. The primary role of the agency is to raise awareness about cyber security 

among the community and provide technical assistance and advise them on how to 

handle computer security incidents . These are the following functions of the nodal 

agency 

❖ Collection, analysis and dissemination of information on cyber incidents. 

❖ Forecast and alerts of cyber security incidents 

❖ Emergency measures for handling cyber security incidents ➔ Coordination of 

cyber incident response activities. 

❖ Issue guidelines,advisories,vulnerability notes and whitepapers relating to 

information security practices,procedures, prevention,response and reporting of 

cyber incidents. 

❖ Such other functions relating to cyber security as may be prescribed 

❖ Cyber Surakshit Bharat 

Cyber Surakshit Bharat was launched by the Ministry of Electronics and Information 

Technology (MeitY) with National Electronic Governance Division (NeGD) in 2018. 

The programme's objective is to educate and enable 1200 Chief Information Security 

Officers (CISO), broader IT community within the Central/State Government, Public 

Sector Undertakings, Banks and Government Organizations to address challenges of 

cyber security. The CTOs and Member of Technical/PMU teams, Officers are 

responsible for security checks of the IT systems in their respective organizations. They 

aim at creating awareness on the emerging landscape of cyber threats, Applicable 
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frameworks, guidelines & policies related to cyber security, assist in making critical 

judgements about matters pertaining to cyber security 

❖ Cyber Swachhta Kendra 

Under the Ministry of Electronics and Information Technology (MeitY), the 

Government of India's Digital India initiative includes the "Cyber Swachhta Kendra" 

(Botnet Cleaning and Malware Analysis Centre), which is responsible for creating a 

secure cyberspace by detecting botnet infections in India and to notify, enable cleaning 

and securing systems of end users so as to prevent further infections. It offers free 

malware detection tools to netizens. The Cyber Swachhta Kendra has been set up to 

track active malware attacks and infections. 

❖ National Cybersecurity Policy 

National Cybersecurity Policy is a key initiative taken by the Indian government to 

protect the cyber space of the country. The policy's vision is to build a secure and 

resilient cyberspace for citizens, businesses and Government. The mission is to protect 

the information and information infrastructure in cyberspace, build capacities to stop 

and deal with cyber threats, generate adequate trust & confidence in IT systems and 

transactions in cyberspace 

The policy is formed due to the need to protect information such as personal 

information, financial/banking information, and sovereign data. National Cyber 

Security Policy called for 24x7 National Level Computer Emergency Response Team 

(CERT-In) to function as a Nodal Agency for coordination of all efforts for cyber 

security emergency response and crisis management, a 24x7 National Critical 

Information Infrastructure Protection Centre (NCIIPC) and promote and launch a 

comprehensive national awareness program on security of cyberspace 

Russia 

In the case of Russia, the country has been accused majorly for being involved in cyber attacks 

rather than being affected by cyber threats. 

Hospitals in London had a major incident on June 4, 2024 after ransomware attacks affected 

blood transfusions and test results which led to operations being cancelled and emergency 

patients being shifted to other NHS hospitals. BBC reported that as per former chief executive 

of the National Cyber Security Centre, Russian hackers are behind the cyber attacks of major 

London hospitals. King’s College Hospital, Guy’s and St Thomas’ including the Royal 

Brompton and the Evelina London Children’s Hospital and primary care services were affected 

The former chief executive Ciarin Martin told BBC Radio 4's Today programme that the 

criminal group were targeting the pathology services firm Synnovis and it is believed to be a 

Russian group of cyber criminals who call themselves Qilin. 
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It is said that the Russian security services orchestrated several denial of service attacks as a 

component of their cyber-warfare strategy against various nations, including the known 

cyberattacks on Estonia in 2007 and those targeting Russia, South Ossetia, Georgia, and 

Azerbaijan in 2008. 

Russia was likely behind the Cyber attacks in 2018 Winter Olympics in South Korea as per 

United States intelligence officials that talked to The Washington Post, and also the findings of 

cybersecurity analyst Michael Matonis. The site of the Winter Olympics was taken offline and 

TV and internet systems were disrupted at the game 

Before and after the Russian troops entered eastern Ukraine in February 2022 amid the tensions 

between Ukraine and Russia, several Ukrainian governmental and commercial websites were 

taken down by a series of cyber attacks. US Officials alleged involvement of Russian attackers 

although the Russian government denied involvement. 

There were reports suggesting that upcoming Paris Olympics are likely to face a surge in cyber 

threats, particularly from Russian entities. The Russian and Belarusian athletes were only 

allowed to compete as individual neutral athletes, or "AINs" due to the ongoing war with 

Ukraine and were excluded from participating in the opening ceremony and not allowed to 

have any military connection. 

US 

Cyberattacks in US 

1. Colonial Pipeline ransomware attack 

On May 7, 2021, a ransomware virus affected electronic equipment that managed the 

Colonial Pipeline, an American oil pipeline system that Houston, Texas, and carries 

gasoline and jet fuel to the Southeast of the country. The operations of the pipeline had 

to be halted. The Colonial Pipeline Company paid the amount that was demanded by 

the hackers (75 bitcoin or $4.4 million USD). The hacking group, DarkSide, provided 

an IT tool to the company once they received the ransom. An emergency declaration 

was issued by the Federal Motor Carrier Safety Administration for 17 states and 

Washington, D.C., to keep the fuel supply lines open on May 9, 2021. It is said to be 

the largest cyberattack on an oil infrastructure in the history of the US. US President 

Joe Biden had declared a state of emergency on May 9, 2021 and on May 10, 2021, , 

Georgia Governor Brian Kemp had declared a state of emergency and stopped the 

collection of the state's taxes on motor fuels. Joe Biden signed Executive 

Order 14028 on May 12, tightening security and detection on existing systems, create 

Cyber Safety Review Board and increasing software security requirements for sales to 

the government 

2. 2020 Cyber Attack 
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A major cyberattack was reported to have been committed by a group backed by the 

Russian government affecting multiple organizations globally including multiple parts 

of the federal government of the United States. This cyberattack was considered to be 

one of the worst cyber-espionage incidents experienced by the U.S because of the 

sensitivity, high profile of the targets and access for long duration. There were 

organizations that suffered worldwide including NATO, the U.K. government, 

European Parliament etc. 

The cyberattacks began around March 2020 and were publicly reported on December 

13, 2020. 

National Finance Center, National Telecommunications and Information 

Administration, Parts of The Pentagon, National Security Agency, Defense Information 

Systems Agency, Cybersecurity and Infrastructure Security Agency are some of the 

parts of the US Federal government that were affected. 

Microsoft, SolarWinds's system was compromised. Russian-sponsored hackers were 

suspected to be responsible behind the attacks. Specific groups like SVR, also known 

as APT29 were suspected to be behind the acts. 

Mike Pompeo, American Politician, Democratic senator Mark Warner, former 

Attorney General William Barr, CISA, the FBI, the NSA, and the Office of the Director 

of National Intelligence believed that Russia was most likely responsible for the attack 

however Russian government said that it was not involved 

3. A 2015 cyberattack on the Office of Personnel Management (OPM) exposed sensitive 

personal information of millions of federal employees. Around 22.1 million records 

were affected including those related to government employees. 

Laws to counter cyber attacks by US 

There are three main cybersecurity regulations are the 1996 Health Insurance Portability and 

Accountability Act (HIPAA), the 1999 Gramm-Leach-Bliley Act, and the 2002 Homeland 

Security Act, which included the Federal Information Security Management Act (FISMA). All 

three of them mandate that organizations, financial institutions, and federal agencies must 

protect their systems. These regulations do not however specify what cybersecurity measures 

must be implemented 

Cybersecurity Information Sharing Act 
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2015 has been formed to improve the cybersecurity in the United States through enhanced 

sharing of information about cyber threats and other purposes. This bill includes prevention of 

sharing of personal data not relevant 

NIST Cybersecurity Framework is a comprehensive set of guidelines to help organizations in 

managing and improving cybersecurity risk management processes. It provides a flexible 

approach that organizations across sectors can use to strengthen their cybersecurity stance. 

As per a publication, Assessing The Effectiveness Of Current Cybersecurity Regulations And 

Policies In The US, the implementation of NIST has impacted organizations positively across 

sectors. The framework's success in offering a flexible and risk-based approach to 

cybersecurity can be seen by the fact that businesses like Microsoft have adopted it and that it 

has been incorporated into industry standards. 

China 

On September 23, China's national security ministry accused a Taiwan military-backed hacking 

group Anonymous for carrying out cyberattacks against China urging people to report "anti-

propaganda sabotage". However, Taiwan defence ministry's Information, Communications and 

Electronic Force Command denied the allegations by China and called it untrue. 

Taiwan has frequently accused Chinese groups of spreading disinformation or carrying out 

cyberattacks like other countries including US, UK, Germany, India. 

The Embassy of China in Berlin dismissed the accusations that Beijing was behind a cyber 

attack on a German government agency in 2021 as "anti-China political manipulation". They 

alleged that China was behind the attack on the federal cartography agency for espionage 

purposes and summoned the ambassador of Beijing in Berlin to file a complaint. The Chinese 

embassy had even released a statement stating that Germany has publicly made accusations 

against China on the grounds of the so-called cyber intrusion into the Germany federal mapping 

office and urged Germany to stop engaging in anti-China political manipulation. 

The US has accused China of their role in the cyberattack. In 2015, the US Office of Personnel 

Management had announced that they were targets of data breach and targeted records of at 

least 21.5 million people. Security experts hinted towards China as the sources of attack but it 

always denied their involvement. In April 2021, FireEye suspected Chinese hackers in order 

to spy on government, defence, and financial targets. They used a zero-day attack against Pulse 

Connect Secure devices, a VPN device in the US and Europe. 

Cybersecurity Law in China 

Cybersecurity Law of the People's Republic of China 
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The law commonly known as Chinese Cybersecurity Law has been formulated to protect 

national security, cyberspace sovereignty, and the legitimate rights and interests of individuals, 

businesses, and other organizations and promote the healthy development of the information 

of the economy and society. This law sets strict guidelines for data localization or data 

residency law which requires data about a nation's citizens to be collected, processed, and/or 

stored inside the country. China's unclear guidelines gives leeway for companies to exploit the 

information of citizens' for financial gain 

CONCLUSION 
Cyber attacks have only increased in the countries. Policies and laws have been framed to 

counter cyberattack despite that countries are being targeted by hackers. Cyber threats are 

constantly evolving and attackers are getting more skilled. The fight for cybersecurity is never-

ending. Countries like India, US, Russia, and China have framed laws and acts to counter 

cyberattacks but despite those initiatives, there has been no end to cyber threats. Russia and 

China have been majorly accused for their role in cyber threats but have always denied 

compared to India and US who have been more prone towards cyberattacks. There is a strong 

need to amend these cybersecurity policies and implement them wisely, secure the systems, 

fostering awareness among the people so that such attacks can be prevented in the future. 

Cybersecurity is a team effort that demands the involvement of people, institutions, and society 

at large. 
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