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“The development of space technology, including space warfare today, is similar in its
technological-industrial significance to the development of navies a hundred years ago.”-

Noam Chomsky.

Abstract— Space systems have become key enablers for a variety of technologies and
activities in the contemporary world such as communications, remote sensing, positioning,
navigation, information, command and control capabilities, coordination of supply chains,
as well as crisis and emergency situation management. The revolution in space technology
has paved the way for a large number of players from both the civil and military domains.
The new space has become congested, contested and competitive. These accelerated
competitive effects of space control are highly destabilizing. The paper aims to bring out
the ‘Future Security Threats and Challenges Emerging from the Activities in Outer Space’
in both civil and military domains. It highlights existing gaps in Space and Counter Space
technologies in the Indian context. The research concludes the importance of and necessity
to develop Space Domain Awareness systems and Counter Space Capability by India to

achieve a sustainable space capability amid the ever-increasing threats in outer space.
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Fig 1. Comparison of Old and New Space Paradigm [2]
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activity, developing large and expensive satellites with long operational lifetimes.
Information was strictly on a need-to-know basis which aimed to hinder the military
capabilities of enemies, laying a groundwork of obscurity in developmental practices. This
was what is known as “Old Space”. With the boom of the consumer microelectronics
industry, more rapid research and development practices and the lower costs of launch means
that space is viewed now as a highly valued resource
for business. The private sector interest has - T

expanded the space market globally (estimated to be
worth $1.8 Trillion as of 2035 ) and many different

N
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players and projects emerged[1].

Highly elliptical orbit (HEO)

An increasing reliance on space systems for ... oeview of Number of Space Assets as on 9 Feb 23 [3]
national security and the simultaneous emergence

of counter-space capabilities is making the space domain more competitive and contested
than before. To ensure free access to the space, we must develop a full range of options to
deter and defend against threats to our space infrastructure. Deterrence requires first and

foremost, a clear statement of what interests are of vital national interests.

Il. THREATS TO SPACE ASSETS

Space systems by their nature are vulnerable to a range of threats. With the emergence of
accessibility and affordability of technology, many nations have leapt into the space race to
explore the unexplored. This has ultimately increased the vulnerability of manifolds. The
threat to the space assets is not only from the manmade space assets but also from the natural
phenomena existing in the universe which are

beyond one’s control. Magnetic Field

Reconnection
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Fig 3. Solar Flares that Affects Satellites [4]



however it makes solid attractive fields that create amazing sun spots, now and again
commonly bigger than Earth. It additionally discharges a surge of particles and radiation
called the Solar Wind. Whenever held in line by Earth's attractive field, this breeze can cause
lovely northern and southern lights yet when it winds up more grounded, it can likewise
impact radio correspondence or cause control blackouts. This is called the Carrington Event
[5] which causes colossal impedance to electronic hardware. This would affect power grids,
and space assets and lead to the complete failure of space tech-based weapons in future.

2) Asteroid Impact. History is
packed with space rock occasions wherein little-
sized to medium-sized space rocks have been
transgressing into the world's climate. Late =
research has made us mindful of the vast host of -

space shakes in our nearby planetary group that g

could present risk. The human-concocted T 94_ |mpact of Astemid“[g]

advances are at the beginning stage of

visualizing and creating frameworks for ensuring us against a portion of the smaller space
rocks that could strike the earth. In any case, against the greater and rarer ones, the
equivalents are very defenceless. While they would not generally decimate Earth or even
make it appalling, they could clear out humankind by causing gigantic tidal waves, fires and

other cataclysmic events.

3) Local Gamma Ray Burst. Incredibly
amazing upheavals of vitality called gamma
beam blasts can be brought about by double
star frameworks (two stars circling a typical

focus) and supernovas (detonating stars). These

vitality blasts are incredibly ground-breaking

Fig 3. Gamma Ray Burst Mechanism [7]

since they centre their vitality into a limited
shaft enduring no longer than seconds or minutes. The subsequent radiation from one could
harm and decimate our ozone layer, leaving life defenceless against the sun's cruel UV

radiation. This phenomenon would also affect all the electronics assets in space.



While space-based assets are threatened by natural and unintentional interference, there are
deliberate manmade threats. Attacking satellites is easy as they travel in predictable targets

that can be accurately tracked and, at present, they do not employ countermeasures.

B. Artificial Threats to Space-Based Assets [8]

1) Jamming: The definition of jamming states that transmission of a high-power
electronic signal that causes the bit error in a satellite’s uplink (ground to the satellite) or
downlink (satellite to the ground) signals to increase, which would result in the satellite or
ground station communication link loss/error. The downlink signals could be effectively
jammed by Ground-based jammers than the uplink. Jamming is the most common anti-
satellite measure being undertaken during peace-time. Receivers deployed in modern
battlefields may be prone to interference from any of the other systems in an environment

with a high density of electromagnetic waves.

2) Spoofing: It involves taking over a space system by an imposter acting as an
authorised user. Once the access is established in a command link of an enemy satellite, then
anomalous commands can be sent to degrade its performance. It is one of the most discrete

and deniable non-lethal methods available for offensive counter-space operations.

3) Kinetic Energy (KE) Anti Satellite (ASAT): Space assets may be targeted by Earth-
based, aerial or space-based KE weapons, which may be designed to destroy their targets
either through direct impact or by using an explosive warhead. As there is no atmosphere in
space, there are no shockwaves produced. A space weapon would include pellets or
fragments in the warhead and once it is detonated, they impact the nearby target. In addition,

multiple shots can be taken at the satellite if the initial attack is not successful.

4) Ground-based “Direct Ascent” ASAT: A launch vehicle can follow a direct path to
the intended target consisting of an effective homing device and a warhead. A direct attack
would require the availability of information on the satellite and the timing of the attack with
the satellite approaching overhead the launcher. The technology for launch and ascent is
generally available with all countries having Inter-continental Range Ballistic Missiles

capability. Even in the absence of tracking and homing abilities, these nations could resort to



releasing clouds of pellets in the path of a satellite. Such a method would increase the threat

for all space-based assets at that altitude.[9]

5) Co-orbital: A co-orbital ASAT is a rogue satellite deployed in the same orbit as the
intended target satellite. It would then manoeuvre to become aligned for KE interception. The
advantage is that a co-orbital satellite can be placed in orbit at any time to be activated when
required for a quick attack. These threats could be referred to as space mines and

microsatellites suitable for this role.

6) Parasitic: Another pertinent threat to
space assets is the hard kill option carried out
by “parasitic” ASATs- small explosive
packages that covertly manoeuvre and attach
themselves to their intended victims and are
activated through a remote command. All

kinetic kill mechanisms, create their debris

fields that could potentially inflict widespread

Fig 5. Various Types of Threats to Space Assets [9]

damage on other space systems and undermine

the sustainability of outer space.

7) Nuclear Threats: Combining the direct ascent capability with a nuclear warhead
would provide the ability to cause a nuclear explosion in space. Such an explosion at an
altitude of several hundred kilometres would create an intense Electromagnetic Pulse (EMP)
that would likely destroy all unshielded satellites that are in LEO and the line of sight of the
explosion, without discrimination. Even if not directly affected, the radiation environment
could make it more difficult for Geosynchronous Earth Orbit (GEO)- based satellites to
communicate with ground stations. In addition, persistent radiation created by the explosion
in LEO would be trapped in the Earth’s magnetic field, slowly damaging unshielded satellites

at altitudes near that of the detonation and shortening their lifetimes [10].

8) Directed Energy Weapons (DEW): These weapons produce a beam or field of
electromagnetic energy or atomic/subatomic particles. This is then delivered to a distant

target at the speed of light, much faster than conventional projectile weapons. This energy



can potentially be used with differing levels of intensity focused onto a target long enough to
deposit sufficient energy to either dazzle, disable, damage or destroy space assets. Lasers are
the most efficient at propagation and in focusing and directing energy.

9) High-Power Microwave Weapon (HPMW): The employment of such weapons can
disrupt or damage the electrical systems of a satellite if enough of their energy enters these
systems. Microwave attacks could attempt to enter the satellite through its antennae (a front-
door attack) or other routes, such as seams in the satellite’s casing (a back-door attack). Such
attacks would be more effective if conducted from space rather than from the ground.
Satellites in LEO, closer to the Earth, would be more vulnerable than those in higher orbits to
ground-based ASATSs (both KE and Directed Energy Weapons).

10)  Cyber Threats to Ground Segments: A vast majority of space assets depend on cyber
networks, while many information and transmission networks rely heavily on satellites. The
ground segments of space assets are more easily vulnerable to cyber attacks than other
satellite disruption techniques while achieving similar degradation of space capability. Both
satellite launch sites and ground stations are few in number and hostile acts against them
would adversely affect a nation’s space launch and operating efforts. The link between cyber
space and outer space, thus, constitutes a critical vulnerability that can be targeted by states as

well as non-state actors.

11)  Debris and Orbital Collision: In current scenarios, the quantity of space debris
orbiting Earth has increased manifolds, posturing substantial threats to both space operations
and terrestrial safety. As per the European Space Agency, the estimated space debris is
approximately 29,000 objects larger than 10 centimetres, 670,000 larger than 1 centimetre,
and more than 170 million larger than 1 millimetre in orbit as of February 2025. SpaceX’s
Starlink satellite constellation alone carried out more than 25,000 collision-avoidance
manoeuvres from December 2022 to May 2023. AS per one of the reports published in ‘The
Sun’ paper UK, On 30 Dec 24, a large glowing ring of metal plummeted on a village in

Kenya. This is a shocking reminder of Earth's looming space debris problem.[11]



1. WAYS TO MITIGATE THE THREATS FROM OUTER SPACE: INDIAN CONTEXT

Since the inception of its space program, India has believed in using space technology for
socio — economic development however, it’s time to develop a cohesive national policy to
safeguard its interests in space and address existing and emerging challenges. Attributable to
developing reliance on space assets, there exists a plausibility of deliberate messing with such
resources and the related ground setup, either by state or non-state actors. A space-faring
nation like India needs to guarantee that its interests in orbital openings, radio recurrence
range and so forth are tenable. The quickly changing worldwide space domain necessitates

that India plans a successful strategy to secure its interests in space [11].

A Defending Space Assets

Space assurance requires nations to seek methods of reducing system vulnerabilities that can
be accomplished by passive measures, semi-active defences, and active defenses or a
combination of these to minimise any adverse consequences in the event of space warfare
initiatives by adversaries. No nation has any control over natural threats however all efforts
need to be focused on negating artificial threats. Passive measures are design features that
make satellites less vulnerable to the effects of attacking weapons. Semi-active measures
would involve response mechanisms that would be activated on the identification of specific
threats. These may involve shutting down or turning away receivers when the incident signal
strength crosses the limits or manoeuvring the satellite away from danger in its orbital path.
Active measures would involve offensive means to deter any attack or as a response to an
attack.

B. Defensive Measures to be Explored

1) Hardening: One of the most important passive defence measures is hardening the
satellite against various kinds of envisaged threats. These would include hardening against
Direct Energy Weapons (DEWS) through simple shields of reflective, absorptive, or

conductive material for heat dissipation and to shield the more delicate subsystems against



direct exposure. It would also include hardening against the EMP and radiation generated by
a nuclear explosion. Such measures are required more for satellites in LEO which are prone
to attacks from the ground. Hardening satellites against explosions or impact, either

accidental or from KE ASATS, is not considered practical or effective.

2) Anti-Jamming: Defences against jamming and other forms of electronic interference
are quite advanced, and could be applied to satellites as they are to other defence electronic
systems. These would involve electronic protective measures and anti-jamming techniques
such as encryption and frequency hopping. These would, however, affect the weight of the
satellite and the data transfer rate of the communication. Additionally, it might not be
technologically feasible to achieve a jam-resistant satellite, even as these measures continue
to add costs to the project. Instead, jamming could also be overcome by an improved
communication architecture that mixes jam-resistant systems with multiple nodes for
redundancy. It would be easier to equip ground segments with suitable “filters” to help them
pick up signals through the jamming noise. Self-inflicted Electromagnetic Interference (EMI)
can be addressed through better management of the frequency and spectrum, technological

advances and policy and training measures [12].

3) Manoeuvrability: Satellite manoeuvrability would be more useful against a direct
impact weapon as most KE ASATs cannot deal with manoeuvrable targets. Such manoeuvres
would expend valuable fuel that would shorten the effective life of the satellite. Evasive
manoeuvring action may also include turning sensitive elements to face away from a laser

beam. This would, however, affect the achievement of the mission objectives.

4) Deception: There may be ways and means devised to design stealthier satellites that
provide reduced visibility to either radar or optical systems that would complicate the
tracking and, hence, the targeting of satellites. The techniques involved would be similar to
those being used to provide stealth to aerial and terrestrial vehicles. Further, onboard decoys
could be used to divert an attack. These decoys would mimic the radar and thermal and

optical signatures of the satellite.

5) Self-Protection: Important satellites could be provided with their means of self-
defence, such as recoilless guns or small homing missiles that would destroy ASATSs before

they can be effective. Microsatellites could be deployed around a high-value satellite and they



could either carry these weapons or protect the target by manoeuvring and colliding with the
incoming ASAT. However, this would also require satellites to have their space awareness
suite that would include onboard systems, such as a 360-degree radar or proximity warning
sensors, for attack detection and reporting. As response times would be minimal, satellites
would require to be programmed to take autonomous evasive manoeuvres when faced with

threats.

V. WAY AHEAD

Nations are evolving to the potentially hostile environment of space. As contributions from
commercial space assets are becoming critical, even their operators are under pressure to
undertake satellite protection measures. Future designing efforts, which would gain from the
advent of miniaturisation and nanotechnology, would focus on these measures in the design
of satellites and systems. Besides the measures undertaken to reduce the satellite
vulnerability, nations are also looking at methods that assure continued availability of the
services from space. These would involve redundancy measures in satellite design and
operations. Satellites already employ redundant electronic systems to avoid single-point
failures and similar redundancy could be designed and incorporated for other crucial systems.
Indian endeavour as a developing nation should also be directed on similar lines to safeguard

its space assets and be prepared to face any future challenges emerging from outer space.

A few suggested steps in the direction of evolving a robust and safe space eco system are

listed as follows:-

1) Institutional Framework for Space Security Policy: As the Indian space program is
non-military, the current institutional structure is intended to look essentially for non-military
requirements. The Space Commission is in charge of the development, advancement,
sustenance and encouragement of the space program. The suggested model could be to
establish a National Authority for Space Security with a Space Security Centre for organizing
the exercises of the different partners and to liaise with different offices of the Space

Commission. The work force should consist of a pool of qualified space researchers, military



minds, vital technologists, innovation directors, attorneys and negotiators [13]. The main aim
of the Space Security Centre would be to identify and analyse the existential and futuristic
threats to space assets and formalise the means and framework to negate the same taking into
confidence all the stake holders in the space domain. In this way, it will ensure a robust
ecosystem of the Indian Space Domain.

2) Establishment of a Space Command: USA and China have established full-fledged
Space Forces. Peoples Liberation Army Strategic Support Force and US Space Force were
established in 2019 and have become a force to reckon with, keeping in view the space
threats emerged since then. In India, the Army, Navy, Air Force and different administrations
like the Coast Guard and the Border Security Force are probably going to build their
dependence on satellites for reason for knowledge gathering, correspondence, routing and
working different weapon frameworks. There is additionally a need to create Intelligence-
Surveillance-Reconnaissance (ISR) limits in space to help arrange driven systems. A devoted
Space Command should be built up for directing different military-related parts of satellite
innovation. This order would straightforwardly liaise with NASS for all arrangement matters

and spending prerequisites.

3) Augmented Space Situational Awareness (SSA) Proficiency: It is significant for India
to ensure its basic space resources and framework from conceivable shifting. For propelling
satellites and guaranteeing that operational satellites don't experience the ill effects of space
debris, it is critical to get opportune warnings. For this reason, there is a need to build up a
mix of an IR microwave-radar setup to track and identify the incoming debris towards its
space assets. In today's scenario, no nation is in a situation to build up and keep up such a
system all alone. The issue of space situational awareness is straightforwardly associated with
the issue of worldwide space administration. India could step up to the situation and raise
such a worldwide program where in cooperation with other space-faring nations can be
incorporated to build a collusive Space Collision Warning System for mitigation of threats to
space assets situated in different layers of space, from close space to geostationary circle to
ionosphere to profound space locales for planetary missions. Additionally, it is imperative to
screen the developments of space rocks, comets, and so forth. For this reason, a different
space climate checking and estimating capacity should be created by drawing in the Indian

Meteorological Department (IMD) and the proposed Space Command.



4) Developing Pivotal Technologies: There is a need to recognize and create basic vital
innovations. Private industry ought to be urged to embrace different innovation advancements
and generation ventures. ISRO has begun exchanging dispatch vehicle innovation for the
private business. Advancements accessible in the domain of exchanges like micro satellites,
sensors, and so on are to be shared with the private industry to make an eco-system for space
development of key significance. India is against the weaponisation of space, however, it
needs to stay prepared for any consequences in the meantime. It is fundamental to adopt wide
divisions of innovation significance in the counter-space field while building an indigenous
innovation base to address future difficulties. The satellites in space and ground framework
could wind up helpless against digital assaults. Consequently, a particular digital security
component i.e. Cyber Space additionally should be looked into [14].

5) Counter-Space Capabilities: The space defence both active and passive means are in
force and being developed in the contested space environment. India's expanding military
reliance on space, if not catered for the defence of the same would likely make space
resources progressively defenseless against assaults by enemies. Thus, the defence system
should be guaranteed and also foes ought to know about India's retaliatory abilities. For this
reason, India would need to create powerful counter-space capacities, starting a Kinetic
Energy Anti-Satellite (KE-ASAT) program and leading a decisive test at a height of under
250 km.

V. CONCLUSION

In answer to the increasing complexity of the challenges in outer space, we must look beyond
traditional alliances. Increased international cooperation and transparency to be encouraged
in the face of these non-traditional political and commercial partnerships. Commercial actors
have a key role in increasing cooperation and transparency because they often support
multiple international clients among whom political relations may be unclear or shifting.
However, it is undeniable that increased data sharing of SSA and the development of
mechanisms to clarify intentions behind space-based manoeuvres are essential to ensure
stability in space. There is a critical need for clear representations from States as to their

position on national and international law applicable to space and well-informed policy



positions on the emerging weaponization of space. There is a need for the exchange of
information and evidence-based policy, particularly in terms of Space Situation Awareness,
cross-domain thinking, minimization of the escalatory cycle, and appreciation of the long-
term effects of any space-based conflict. The challenge will be knowing how to balance this
against the need to protect one’s own space assets and the need to maintain secrecy about
one’s capabilities. Space is a unique domain and requires a unique way of thinking about

policy and strategy.
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