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Abstract  

The exponential growth of India’s digital economy, coupled with the rapid deployment of 
Artificial Intelligence (AI) technologies, has fundamentally transformed the landscape of data 
governance. The enactment of the Digital Personal Data Protection Act 2023 marks a significant 
legislative milestone aimed at safeguarding informational privacy and regulating personal data 
processing. Rooted in the constitutional recognition of privacy as a fundamental right in Justice 
K.S. Puttaswamy (Retd.) v. Union of India, the Act seeks to balance individual rights with the 
imperatives of digital innovation and economic growth. However, the emergence of AI-driven 
data processing systems, characterized by automated decision-making, profiling, algorithmic 
opacity, and large-scale data aggregation, poses complex regulatory challenges that test the 
adequacy of the existing framework. 

This paper critically examines the structural, institutional, and normative challenges in 
implementing the Digital Personal Data Protection Act, 2023, particularly in the context of 
emerging AI technologies. It analyzes concerns relating to regulatory independence, broad 
governmental exemptions, consent fatigue, compliance burdens, and the absence of explicit 
safeguards against automated decision-making. The study further evaluates the Indian 
framework through a comparative lens, drawing insights from the European Union’s General 
Data Protection Regulation and the Artificial Intelligence Act to identify gaps in accountability, 
transparency, and risk-based regulation. The paper argues that while the Act represents a 
progressive step toward data governance reform, it remains insufficient to address AI-specific 
risks and algorithmic harms. It concludes by recommending institutional strengthening, 
AI-focused regulatory safeguards, and a rights-oriented approach to ensure meaningful 
protection of privacy in India’s evolving digital ecosystem. 

Keywords: Data Protection, Privacy, Artificial Intelligence, Digital Personal Data Protection Act 
2023, Algorithmic Accountability, Automated Decision-Making, Regulatory Challenges, 
Informational Privacy. 

 
 
 
 



 
 
Introduction  

The rapid digitization of governance, commerce, and everyday life has fundamentally altered the 
relationship between individuals, the State, and private corporations in India. Over the last 
decade, India has witnessed an unprecedented expansion of digital infrastructure, supported by 
large-scale initiatives such as Digital India, widespread smartphone penetration, affordable 
internet access, and the integration of digital identity systems into public service delivery. The 
digital economy has evolved from a supplementary sector to a central pillar of national growth, 
influencing banking, healthcare, education, e-commerce, taxation, and welfare distribution. Data 
has emerged as a critical economic resource, often described as the “new oil,” shaping market 
competition and enabling innovative technologies. However, the same data-driven ecosystem 
that promises efficiency and inclusion also raises profound constitutional, ethical, and regulatory 
concerns. 

The increased reliance on data-driven governance mechanisms has intensified debates around 
informational privacy, surveillance, algorithmic decision-making, and the asymmetry of power 
between data subjects and data fiduciaries. Public sector digitization ranging from biometric 
identification to predictive governance tools has expanded the State’s ability to collect and 
process personal data1. Simultaneously, private technology companies leverage vast datasets to 
develop Artificial Intelligence (AI) systems that influence consumer behavior, credit 
assessments, hiring decisions, targeted advertising, and content moderation. AI technologies, 
particularly machine learning models, thrive on large volumes of personal and behavioral data. 
Their opaque and autonomous nature complicates accountability and transparency, often making 
it difficult for individuals to understand how decisions affecting them are made. 

The growth of AI in India’s public and private sectors is not merely technological but structural. 
AI is increasingly embedded in administrative decision-making, law enforcement analytics, 
financial services risk assessments, and digital platforms that mediate social and political 
discourse. While AI-driven systems enhance efficiency and predictive capacity, they also 
introduce risks of algorithmic bias, discriminatory profiling, and large-scale data misuse. In the 
absence of robust regulatory safeguards, automated systems can amplify existing social 
inequalities. Marginalized communities may disproportionately suffer from flawed data sets, 
inaccurate predictions, or opaque risk-scoring mechanisms. Therefore, the expansion of 
AI-driven data processing has necessitated a re-examination of the legal framework governing 
privacy and personal data protection in India. 

1 Dag, “Data is the New Oil: Understanding Its Impact on Today’s Internet Users” tomipioneers, 2024 
available at: 
https://medium.com/tomipioneers/data-is-the-new-oil-understanding-its-impact-on-todays-internet-users 
13de2bba9688  



The constitutional foundation of privacy in India underwent a transformative shift with the 
landmark judgment in Justice K.S. Puttaswamy (Retd.) v. Union of India (2017)2, decided by a 
nine-judge bench of the Supreme Court of India. In this decision, the Court unequivocally 
recognized the right to privacy as a fundamental right under Article 21 of the Constitution, which 
guarantees the right to life and personal liberty. The judgment rejected earlier precedents that had 
denied privacy the status of a fundamental right and affirmed that privacy is intrinsic to dignity, 
autonomy, and personal liberty. Importantly, the Court articulated privacy as encompassing 
multiple dimensions, including bodily privacy, decisional autonomy, and informational privacy. 

The recognition of informational privacy was particularly significant in the context of digital 
governance and big data ecosystems. The Supreme Court acknowledged that the modern State 
and private actors possess unprecedented capabilities to collect, store, and analyze personal data3. 
It emphasized that informational privacy is central to individual autonomy and democratic 
participation. The Court also laid down the proportionality standard for restrictions on privacy, 
requiring that any limitation must satisfy legality, necessity, and proportionality, along with 
procedural safeguards against abuse. This constitutional articulation provided the normative 
foundation for a comprehensive data protection regime in India. 

Following the Puttaswamy judgment, the need for a statutory framework to regulate personal 
data processing became urgent. A committee of experts chaired by Justice B.N. Srikrishna 
submitted a draft Personal Data Protection Bill in 2018. Over subsequent years, multiple versions 
of the bill were introduced, debated, and revised. The legislative journey reflected competing 
interests: protection of individual privacy, promotion of digital innovation, facilitation of 
cross-border data flows, and safeguarding national security. Ultimately, the Digital Personal Data 
Protection Act, 2023 (DPDP Act) was enacted as India’s primary legislation governing personal 
data protection. 

The DPDP Act, 2023 aims to establish a framework for lawful processing of digital personal data 
while balancing the rights of individuals and the legitimate interests of data fiduciaries and the 
State. It introduces key concepts such as consent-based processing, purpose limitation, data 
minimization, data principal rights, and obligations on data fiduciaries. The Act also establishes a 
Data Protection Board to enforce compliance and adjudicate penalties. Unlike earlier drafts, the 
enacted legislation adopts a more streamlined and flexible approach, reducing compliance 
burdens in certain respects and expanding exemptions for government agencies under specified 
conditions. The Act seeks to foster trust in India’s digital economy while positioning the country 
as a global data governance participant. 

3 Martin A. Weiss and Kristin Archick, “U.S.-EU Data Privacy: From Safe Harbor to Privacy Shield” UNT 
Digital Library  

2 AIR 2017 SUPREME COURT 4161 



However, the enactment of the DPDP Act occurs at a time when AI technologies are rapidly 
transforming data processing practices. Traditional data protection principles such as notice and 
consent were developed in an era where data processing was relatively linear and 
human-mediated. AI systems, by contrast, operate on complex, dynamic datasets and often 
involve automated decision-making without meaningful human intervention. Profiling, 
predictive analytics, and algorithmic inference may generate new personal data about individuals 
without their direct input. This raises critical questions about whether consent-centric 
frameworks are sufficient to address AI-driven risks. 

The central research problem of this study lies in examining whether the DPDP Act, 2023 
adequately addresses contemporary AI-driven data processing risks within India’s socio-legal 
and technological landscape. While the Act provides a general regulatory structure for digital 
personal data, it does not explicitly and comprehensively regulate automated decision-making or 
algorithmic transparency. The implementation challenges are further compounded by India’s vast 
population, digital literacy disparities, infrastructural limitations, and institutional capacity 
constraints. The effectiveness of the Act will depend not only on statutory provisions but also on 
enforcement mechanisms, regulatory guidance, and judicial interpretation. 

This study is guided by several research questions. First, what structural and regulatory 
challenges may arise in implementing the DPDP Act in India’s complex governance 
environment? Second, how does AI complicate traditional data protection principles such as 
consent, purpose limitation, and data minimization? Third, is the Indian legal framework 
sufficient to regulate automated decision-making systems and AI-based profiling practices? 
Finally, what reforms or policy interventions are necessary to ensure that India’s data protection 
regime remains robust in the face of technological advancement? 

The objectives of the study are threefold. It seeks to critically evaluate the DPDP Act, 2023 from 
a constitutional and regulatory perspective. It aims to examine AI-related data governance 
challenges, particularly in relation to automated decision-making, transparency, accountability, 
and bias mitigation. Additionally, it endeavors to propose legal and policy reforms that align 
India’s data protection framework with emerging global standards while remaining sensitive to 
domestic realities. 

The research methodology adopted in this study is primarily doctrinal in nature. It involves a 
detailed examination of statutory provisions, constitutional principles, and judicial precedents 
relating to privacy and data protection. The study also undertakes a comparative analysis with 
international frameworks, particularly the European Union’s General Data Protection Regulation 
(GDPR) and evolving global AI governance standards. Case law analysis and policy review 
further inform the assessment of regulatory effectiveness and institutional design. 

The scope of this research is confined to the analysis of the DPDP Act, 2023 in relation to digital 
personal data and AI-driven data processing. It focuses on legal and regulatory dimensions rather 



than technical AI architecture. While comparative perspectives are considered, the primary 
emphasis remains on the Indian context. Limitations include the relatively recent enactment of 
the DPDP Act, which restricts the availability of judicial interpretation and empirical 
enforcement data. Additionally, AI governance is an evolving field, and future technological 
developments may necessitate regulatory adaptation beyond the present framework. 

The intersection of privacy, data protection, and artificial intelligence represents one of the most 
pressing constitutional and regulatory challenges of contemporary India4. As digital 
transformation deepens and AI systems become embedded in governance and commerce, the 
adequacy of India’s legal safeguards will significantly shape the future of individual autonomy, 
democratic accountability, and technological innovation. 

Conceptual Framework: Data Protection, Privacy, and AI 

The rapid expansion of digital technologies has fundamentally altered the way information is 
collected, processed, and utilized. In contemporary societies, personal data has emerged as a 
valuable economic and strategic resource, often described as the “new oil” of the digital 
economy. However, the same processes that enable innovation also pose significant risks to 
individual autonomy, dignity, and equality. A coherent conceptual framework linking data 
protection, privacy, and artificial intelligence (AI) is therefore essential to understand the 
evolving legal landscape. Data protection law seeks to regulate the processing of personal 
information, privacy safeguards the individual’s sphere of autonomy, and AI represents a 
technological paradigm that increasingly relies on large-scale data processing. Together, these 
domains create complex intersections that demand careful legal and constitutional scrutiny. 

2.1 Meaning and Scope of Data Protection 

Data protection refers to the legal and regulatory framework that governs the collection, storage, 
processing, and dissemination of personal information. It is not merely about secrecy but about 
ensuring fairness, transparency, and accountability in the handling of data. At its core, data 
protection law seeks to protect individuals from misuse of their information by both state and 
non-state actors, including corporations, platforms, and intermediaries. 

A foundational distinction within data protection regimes is between personal data and sensitive 
personal data. Personal data generally includes any information that relates to an identified or 
identifiable individual, such as name, contact details, identification numbers, or online 
identifiers. Sensitive personal data, by contrast, refers to categories of information that are 
inherently more intimate and whose misuse may result in significant harm or discrimination. 
This may include health records, biometric data, financial information, sexual orientation, 
religious beliefs, and genetic data. Because of their heightened vulnerability, sensitive data 

4 Samuel D. Warren and Louis D. Brandeis, “The Right to Privacy,” 4 Harvard Law Review 193–220 
(1890). 7“Lok Sabha Debates,” Session Number-XII 785–820 



categories are often subject to stricter processing requirements, including explicit consent and 
enhanced security safeguards. 

Another key conceptual element is informational self-determination. Originating in comparative 
constitutional jurisprudence, particularly from the jurisprudence of the Federal Constitutional 
Court, informational self-determination recognizes that individuals should have the authority to 
control how their personal information is collected and used. This principle affirms that personal 
data is not merely a commodity but an extension of personality and autonomy5. It emphasizes 
that individuals must be empowered to make informed decisions about data sharing and must 
have effective remedies when their rights are infringed. In modern digital ecosystems, however, 
the asymmetry of power between data subjects and large technology companies complicates the 
practical realization of this principle. 

2.2 Privacy as a Constitutional and Human Right 

Privacy functions as the normative foundation of data protection. While data protection law 
provides procedural and institutional safeguards, privacy articulates the substantive value that is 
being protected. In constitutional democracies, privacy is increasingly recognized as an intrinsic 
component of dignity and liberty. In India, the landmark decision in Justice K.S. Puttaswamy v. 
Union of India affirmed that the right to privacy is a fundamental right under Article 21 of the 
Constitution. The judgment recognized informational privacy as a distinct facet of the broader 
right to privacy, thereby strengthening the constitutional basis for data protection regulation. 

Informational privacy concerns the control individuals exercise over personal information in 
digital and physical contexts. It extends beyond secrecy to include the right to determine when, 
how, and to what extent information about oneself is communicated to others. In the digital age, 
informational privacy is threatened not only by direct surveillance but also by pervasive data 
harvesting practices embedded in online platforms, mobile applications, and algorithmic 
systems. 

The issue of surveillance further intensifies privacy concerns. Surveillance may be conducted by 
the state in the name of national security or law enforcement, or by private entities for 
commercial profiling and targeted advertising. Constitutional jurisprudence requires that any 
restriction on privacy must satisfy tests of legality, necessity, and proportionality. The principle 
of proportionality demands that the intrusion into privacy must pursue a legitimate aim, be 
suitable to achieve that aim, be the least restrictive alternative available, and maintain a balance 
between individual rights and public interest. This framework ensures that privacy is not treated 
as an absolute right but as one that can only be limited under strict constitutional safeguards. 

5 Anirudh Burman, “Understanding India’s New Data Protection Law” Carnegie Indiaavailable at: 
https://carnegieindia.org/2023/10/03/understanding-india-s-new-data-protection-law-pub-90624  

https://carnegieindia.org/2023/10/03/understanding-india-s-new-data-protection-law-pub-90624


2.3 Core Principles of Data Protection Law 

Modern data protection regimes across jurisdictions are structured around a set of core principles 
that guide lawful data processing. Among these, consent occupies a central position. Consent 
must be free, informed, specific, and unambiguous. It reflects respect for individual autonomy by 
ensuring that data subjects knowingly agree to the processing of their information. However, in 
practice, consent mechanisms are often reduced to formalistic click-through agreements, raising 
concerns about their meaningfulness. 

Purpose limitation is another fundamental principle. Data must be collected for specified, 
explicit, and legitimate purposes and not further processed in a manner incompatible with those 
purposes. This principle prevents function creep, where data collected for one objective is later 
repurposed for unrelated uses without adequate safeguards. 

Closely related is the principle of data minimization, which requires that only data necessary for 
the intended purpose be collected and processed. Excessive data accumulation increases the risk 
of breaches and misuse, and undermines the concept of proportionality. Storage limitation 
complements this by mandating that personal data not be retained longer than necessary. 
Indefinite storage not only heightens security risks but also conflicts with the principle that 
individuals should not be perpetually subjected to data-based judgments. 

Accountability represents the institutional dimension of data protection. It places the burden on 
data controllers to demonstrate compliance with legal obligations6. This may involve maintaining 
records of processing activities, conducting impact assessments, appointing data protection 
officers, and implementing appropriate technical and organizational measures. Accountability 
shifts the focus from reactive remedies to proactive compliance, thereby strengthening systemic 
safeguards. 

2.4 Artificial Intelligence and Data Processing 

Artificial intelligence has transformed data processing from a passive activity into an active and 
predictive enterprise. AI systems, particularly those based on machine learning and big data 
analytics, rely on vast datasets to identify patterns, correlations, and trends. Unlike traditional 
software systems that operate on predefined rules, machine learning algorithms learn from data 
inputs and adapt over time. This capability enables applications ranging from facial recognition 
and medical diagnostics to credit scoring and predictive policing. 

Automated decision-making is one of the most consequential aspects of AI-driven data 
processing. Decisions that were once made by human officials or professionals are increasingly 
delegated to algorithmic systems. These decisions may affect access to loans, employment 

6 VORONOVA Sofija, “Understanding EU data protection policy.” available at: 
https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/651923/EPRS_BRI(2020)651923_EN.pdf  

https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/651923/EPRS_BRI(2020)651923_EN.pdf


opportunities, insurance coverage, and public benefits. The opacity of many AI systems, often 
described as black-box algorithms, complicates transparency and accountability. When 
decision-making logic is not readily explainable, individuals may find it difficult to challenge 
adverse outcomes or to understand the basis of discrimination. 

Profiling and predictive analytics further amplify concerns. By analyzing large volumes of 
personal data, AI systems can construct detailed profiles of individuals, predicting preferences, 
behaviors, and even future actions. While such capabilities enhance efficiency and 
personalization, they also risk reinforcing biases embedded in training data. Algorithmic 
discrimination may disproportionately affect marginalized communities, thereby undermining 
principles of equality and fairness. 

The scale and speed at which AI processes data also challenge traditional data protection 
principles. Data minimization and purpose limitation may conflict with the logic of machine 
learning, which often benefits from access to extensive datasets for improved accuracy. This 
creates a structural tension between technological optimization and normative restraint. 

2.5 Tension Between Innovation and Regulation 

The relationship between innovation and regulation is marked by both complementarity and 
conflict. On one hand, robust data protection frameworks can enhance trust in digital ecosystems, 
thereby facilitating sustainable innovation. On the other hand, overly restrictive regulatory 
approaches may be perceived as barriers to technological development and economic 
competitiveness. 

Policymakers must therefore strike a delicate balance. Regulatory regimes should provide clear 
standards that protect individual rights without stifling research and technological advancement. 
Risk-based approaches, regulatory sandboxes, and sector-specific guidelines represent potential 
strategies for achieving this balance. However, the rapid pace of AI development often outstrips 
the capacity of legal systems to respond effectively. 

The conceptual framework of data protection, privacy, and AI underscores the need for a 
rights-centered approach to technological governance. Privacy and data protection are not 
obstacles to innovation but essential conditions for ensuring that technological progress remains 
aligned with constitutional values, human dignity, and democratic accountability. 

Overview of the Digital Personal Data Protection Act, 2023 

The enactment of the Digital Personal Data Protection Act, 2023 marks a decisive shift in India’s 
data governance framework, translating constitutional privacy principles into a structured 
statutory regime7. The law emerged in the aftermath of the landmark decision of Justice K.S. 

7 https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5.pdf  

https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5.pdf


Puttaswamy v. Union of India, wherein the Supreme Court of India recognized the right to 
privacy as a fundamental right under Article 21 of the Constitution. The Act seeks to balance the 
protection of digital personal data with the need for lawful processing to support innovation, 
governance, and economic growth. Unlike earlier drafts that contemplated a more expansive data 
protection structure, the 2023 legislation adopts a relatively streamlined and compliance-oriented 
approach, focusing exclusively on digital personal data. Its architecture is built around defined 
rights for individuals, obligations for data-processing entities, and institutional oversight through 
a regulatory board. 

3.1 Key Definitions and Scope 

The Act applies to digital personal data processed within India and also extends extraterritorially 
to processing outside India if such processing relates to offering goods or services to individuals 
within India. The law defines “personal data” as any data about an individual who is identifiable 
by or in relation to such data. This formulation is broad and captures both direct identifiers and 
data capable of rendering a person identifiable when combined with other information. 

The concept of the “Data Principal” lies at the heart of the statutory framework. A Data Principal 
refers to the individual to whom the personal data relates. In the case of minors or persons with 
disabilities, their lawful guardians act on their behalf. This terminology reflects a deliberate shift 
toward individual-centric rights, emphasizing informational self-determination and participatory 
control. The Data Principal is not merely a passive subject of data collection but an active 
rights-holder with legally enforceable claims. 

Correspondingly, the “Data Fiduciary” is any person, company, or state body that determines the 
purpose and means of processing personal data. The fiduciary characterization implies a 
relationship of trust and responsibility, requiring entities to process data in a lawful and fair 
manner. The Act thus frames data processing as an exercise of responsibility rather than mere 
commercial discretion. Data Fiduciaries are obligated to ensure that processing aligns with the 
purposes for which consent has been obtained or other lawful grounds have been invoked. 

A higher tier of compliance is envisaged for entities classified as “Significant Data Fiduciaries.” 
The Central Government may designate certain Data Fiduciaries as significant based on factors 
such as volume and sensitivity of data processed, risk to the rights of Data Principals, potential 
impact on sovereignty and integrity of India, and use of emerging technologies. Such entities are 
subject to additional obligations, including appointment of a Data Protection Officer, 
independent data audits, and implementation of enhanced risk mitigation measures. This graded 
compliance model reflects a risk-based regulatory philosophy. 

3.2 Grounds for Processing 



The Act establishes a predominantly consent-based framework for lawful data processing. 
Consent must be free, specific, informed, unconditional, and unambiguous, signified through 
clear affirmative action. The request for consent must be presented in clear and plain language, 
enabling Data Principals to understand the nature and purpose of data processing. Importantly, 
consent may be withdrawn at any time, and upon such withdrawal, the Data Fiduciary must 
cease processing unless another lawful ground exists. This reinforces the principle of ongoing 
control rather than one-time authorization. 

However, the statute also recognizes “legitimate uses” where consent is not required. These 
include situations such as performance of state functions authorized by law, compliance with 
judicial orders, responding to medical emergencies, employment-related purposes, and certain 
public interest activities. The inclusion of legitimate uses ensures administrative efficiency and 
operational continuity while attempting to preserve safeguards. Nonetheless, the breadth of some 
categories, particularly those relating to state functions, has generated debates regarding 
proportionality and potential misuse. 

3.3 Rights of Data Principals 

The Act codifies a set of enforceable rights for Data Principals, thereby institutionalizing 
informational autonomy. The right to access information allows individuals to obtain 
confirmation regarding whether their data is being processed and to receive a summary of 
personal data and processing activities. This right promotes transparency and accountability by 
reducing informational asymmetry between individuals and data-processing entities. 

The right to correction and erasure empowers Data Principals to seek rectification of inaccurate 
or misleading data and erasure of data that is no longer necessary for the specified purpose. Data 
Fiduciaries are obligated to correct, complete, update, or erase such data unless retention is 
required for legal compliance. This ensures data accuracy and limits indefinite storage, aligning 
with principles of data minimization and storage limitation. 

Additionally, the Act guarantees a right to grievance redressal. Data Principals may approach the 
Data Fiduciary in case of any grievance relating to processing. If dissatisfied with the response, 
they may escalate the matter to the Data Protection Board. This two-tier mechanism aims to 
provide accessible and time-bound remedies. The Act also contemplates the right to nominate 
another person to exercise rights in case of death or incapacity, thereby extending protection 
beyond the lifetime of the individual. 

3.4 Obligations of Data Fiduciaries 

The obligations imposed on Data Fiduciaries are designed to ensure responsible data governance. 
They must implement reasonable security safeguards to prevent personal data breaches. These 
safeguards include technical and organizational measures proportionate to the risk involved in 



processing activities. The emphasis on reasonableness suggests flexibility, allowing contextual 
assessment based on the scale and sensitivity of operations. 

In the event of a personal data breach, the Data Fiduciary is required to notify the Data 
Protection Board and affected Data Principals in the prescribed manner. Breach notification 
serves both remedial and deterrent purposes, enabling individuals to take protective measures 
and incentivizing stronger internal controls. Non-compliance may attract substantial financial 
penalties, reflecting the regulatory seriousness attached to data security. 

Accountability mechanisms form a central pillar of the statute. Significant Data Fiduciaries must 
appoint a Data Protection Officer based in India to serve as a point of contact for grievance 
redressal and regulatory interaction. They are also required to undertake periodic data audits and 
impact assessments. These measures institutionalize compliance and embed privacy-by-design 
principles within organizational structures. 

3.5 Cross-Border Data Transfers 

The Act adopts a comparatively liberal approach to cross-border data transfers. Instead of 
mandating strict data localization, it empowers the Central Government to notify countries or 
territories to which personal data may be transferred. Transfers to non-notified jurisdictions may 
be restricted. This model reflects a “negative list” approach rather than blanket prohibitions. By 
avoiding rigid localization mandates, the Act seeks to support global digital trade and 
cross-border service delivery while retaining sovereign control through executive notifications. 

3.6 Establishment of Data Protection Board 

To ensure enforcement, the Act establishes the Data Protection Board of India as an adjudicatory 
body. The Board is empowered to inquire into complaints, impose monetary penalties, and issue 
directions for compliance. It functions as a digital-first body, emphasizing efficiency and 
technology-driven proceedings. While the Board’s composition and appointment are determined 
by the Central Government, it is expected to function with procedural independence in 
adjudicating disputes. The creation of a specialized regulator marks a transition from fragmented 
oversight to centralized enforcement. 

3.7 Exemptions and Government Powers 

The Act incorporates several exemptions, particularly for state agencies. The Central 
Government may exempt certain instrumentalities from the application of provisions of the Act 
in the interests of sovereignty, integrity of India, security of the state, public order, or prevention 
of offences. Such exemptions are subject to conditions and safeguards as may be prescribed. 
However, concerns have been raised that broad executive discretion could dilute the protective 
framework envisioned by the statute. 



National security exemptions and surveillance-related powers represent one of the most debated 
aspects of the law. While security imperatives are recognized as legitimate state objectives, the 
absence of detailed statutory safeguards within the Act has triggered apprehensions regarding 
proportionality and oversight. Critics argue that without robust independent review mechanisms, 
the balance between privacy and security may tilt in favor of expansive state authority. 

The Digital Personal Data Protection Act, 2023 establishes a structured yet flexible data 
protection regime grounded in consent, accountability, and regulatory oversight. It attempts to 
harmonize individual rights with administrative and economic needs, while leaving certain 
contentious issues, particularly relating to state exemptions, open to future judicial and 
legislative scrutiny. 

Implementation Challenges Under the DPDP Act, 2023 

The implementation of the Digital Personal Data Protection Act, 2023 (DPDP Act) presents a 
range of institutional, structural, and normative challenges that may affect its effectiveness in 
safeguarding informational privacy in India. Although the Act was enacted after the landmark 
judgment in Justice K.S. Puttaswamy (Retd.) v. Union of India, which constitutionally 
entrenched the right to privacy under Article 21, the transition from constitutional recognition to 
practical enforcement requires a robust institutional framework and coherent regulatory 
coordination. One of the primary concerns relates to the establishment and functioning of the 
Data Protection Board of India. The Board is envisaged as the central adjudicatory and 
enforcement authority under the Act, yet questions persist regarding its independence, 
appointment process, and administrative control. Since the executive retains significant influence 
over the composition and service conditions of the Board, apprehensions arise about regulatory 
autonomy, particularly in cases involving state agencies. Further, the capacity of the Board to 
handle large volumes of complaints, conduct inquiries, and impose penalties in a data-driven 
economy of India’s scale remains uncertain. Without adequate technical expertise, staffing, and 
financial resources, enforcement may become reactive rather than proactive. The absence of 
strong sectoral coordination mechanisms between the Board and other regulators such as those in 
telecommunications, banking, health, and e-commerce could also create fragmented compliance 
standards and overlapping jurisdictions. 

Another major implementation challenge lies in the Act’s heavy reliance on consent as the 
principal ground for data processing. While consent is positioned as a mechanism of individual 
empowerment, in practice it often results in “consent fatigue,” where users mechanically accept 
privacy notices without meaningful understanding. In a digital ecosystem characterized by 
lengthy privacy policies and complex data practices, the idea of informed and specific consent 
becomes largely theoretical. This challenge is compounded in a country where digital literacy 
levels vary widely. A significant portion of the population may lack the capacity to fully 
comprehend data collection practices, algorithmic profiling, or cross-border transfers. The use of 



standard-form contracts and take-it-or-leave-it service conditions further aggravates the 
imbalance of bargaining power between data principals and large digital platforms. In such 
contexts, consent becomes a formalistic checkbox rather than a genuine expression of autonomy. 
The absence of strong alternatives to consent, such as stricter purpose limitation and data 
minimization enforcement, may therefore weaken the protective framework envisioned by the 
Act. 

Compliance burdens also pose a substantial obstacle, particularly for micro, small, and medium 
enterprises (MSMEs) and emerging startups. Unlike large technology corporations with 
established compliance departments and global data governance experience, smaller entities 
often lack the financial and infrastructural capacity to implement comprehensive data protection 
systems. The costs associated with appointing data protection officers, conducting data audits, 
maintaining grievance redressal mechanisms, and ensuring cybersecurity safeguards may be 
disproportionately high for small businesses. Additionally, ambiguities in certain compliance 
standards such as what constitutes “reasonable security safeguards” or the precise scope of data 
breach reporting obligations can create uncertainty and risk-averse behavior. Over-regulation 
may inadvertently discourage innovation and digital entrepreneurship, especially in a rapidly 
expanding digital economy. At the same time, under-enforcement would defeat the purpose of 
the legislation. Striking a balance between regulatory stringency and economic feasibility thus 
remains a persistent challenge in the Act’s implementation. 

The scope of government exemptions under the DPDP Act has generated considerable debate, 
particularly in light of India’s constitutional privacy jurisprudence. The Act permits the Central 
Government to exempt certain instrumentalities of the State from its application on grounds such 
as sovereignty, security of the State, public order, or preventing incitement to cognizable 
offences. The breadth of these exemptions raises concerns about potential executive overreach 
and mass data collection. In the wake of the proportionality doctrine articulated in Justice K.S. 
Puttaswamy (Retd.) v. Union of India, any restriction on privacy must satisfy the tests of legality, 
necessity, and proportionality. However, the Act does not always specify clear procedural 
safeguards or independent oversight mechanisms when exemptions are invoked. This creates a 
tension between national security imperatives and civil liberties. In a technologically advanced 
surveillance environment involving facial recognition systems, centralized databases, and 
large-scale digital identification frameworks, unchecked state access to personal data could 
undermine the core of informational self-determination. The absence of strong transparency 
obligations or judicial pre-authorization requirements in certain contexts may heighten the risk of 
misuse. 

A further structural concern stems from the removal of the distinct category of “sensitive 
personal data,” which was present in earlier drafts of data protection legislation. By adopting a 
uniform definition of personal data without heightened safeguards for particularly vulnerable 
categories, the Act arguably dilutes differentiated protection. Data relating to health conditions, 



biometric identifiers, genetic information, financial transactions, and sexual orientation carries 
inherently greater risks if breached or misused. The absence of enhanced compliance thresholds 
or stricter processing conditions for such data may expose individuals to identity theft, 
discrimination, and profiling harms. In sectors such as healthcare and fintech, where highly 
intimate information is routinely processed, the lack of specific statutory safeguards may lead to 
uneven protection depending on internal corporate policies rather than legal mandate. This shift 
from a graded protection model to a uniform approach raises normative questions about whether 
the Act sufficiently recognizes the varying degrees of harm associated with different data 
categories. 

These challenges suggest that the effectiveness of the DPDP Act will depend not merely on its 
textual provisions but on its institutional design, interpretative development, and administrative 
implementation. Ensuring regulatory independence, enhancing digital literacy, clarifying 
compliance standards, constraining executive discretion, and reconsidering safeguards for 
sensitive data will be crucial in translating constitutional privacy principles into meaningful 
everyday protection. 

Emerging Artificial Intelligence Technologies: New Regulatory Complexities 

The rapid emergence of artificial intelligence technologies has introduced profound regulatory 
complexities that challenge traditional legal frameworks across jurisdictions. AI-driven systems 
are increasingly embedded in governance structures, commercial decision-making, and public 
administration, reshaping how authority is exercised and how rights are experienced. Automated 
decision-making tools are now used in welfare allocation, credit scoring, recruitment, taxation 
scrutiny, and criminal justice administration. These developments raise pressing concerns about 
procedural fairness, due process, and administrative accountability. Algorithmic governance, 
which relies on data-driven models to inform or even replace human discretion, promises 
efficiency and objectivity but also risks entrenching opaque and unchallengeable forms of 
authority. Predictive policing systems, for instance, use historical crime data to forecast potential 
hotspots or individuals deemed at risk of offending. While such systems claim to enhance 
resource allocation, experiences in jurisdictions like the United States have demonstrated that 
predictive tools such as those employed in certain cities have disproportionately targeted 
marginalized communities, reinforcing pre-existing patterns of surveillance and over-policing8. 
Similarly, financial scoring systems powered by machine learning influence access to loans, 
insurance, and employment opportunities, often without meaningful avenues for individuals to 
understand or contest the basis of adverse decisions. 

A central concern in the regulatory discourse surrounding AI is algorithmic bias and 
discrimination. AI systems are only as reliable as the data on which they are trained. Historical 

8 Burman A. Understanding India’s new data protection law. Carnegie Endowment for International Peace, 
2023. 



datasets frequently reflect entrenched social inequalities, including disparities based on race, 
caste, gender, religion, and socioeconomic status. When such biased data is fed into automated 
systems, the resulting outputs may replicate or even amplify discriminatory patterns under the 
guise of technological neutrality. The issue is not merely technical but structural. In societies 
marked by deep social stratification, digital infrastructures may disproportionately exclude or 
misrepresent certain groups. Data quality issues such as incomplete records, inaccurate labeling, 
or unrepresentative sampling can lead to skewed outcomes that disadvantage vulnerable 
populations. Moreover, the digital divide exacerbates these inequities. Individuals lacking access 
to digital tools or literacy may be unable to participate effectively in data-driven systems, 
resulting in exclusion from essential services or benefits. Regulatory regimes that focus narrowly 
on technical compliance risk overlooking these broader social consequences. Effective oversight 
must therefore incorporate equality principles and proactive safeguards to prevent discriminatory 
harm. 

Another formidable challenge is the lack of explainability and transparency in advanced AI 
models. Many contemporary systems rely on complex neural networks that function as so-called 
“black boxes,” producing outputs that even their developers may struggle to interpret fully. This 
opacity poses serious problems for accountability, particularly where AI systems affect rights, 
liberties, or entitlements. Legal systems traditionally rely on reasoned decision-making, where 
authorities must provide intelligible justifications for their actions. When decisions are generated 
by opaque algorithms, affected individuals may find it nearly impossible to ascertain why a 
particular outcome occurred or how to challenge it. The accountability deficit becomes more 
pronounced when private technology vendors design and maintain systems deployed by public 
authorities. Questions arise regarding who bears responsibility for erroneous or discriminatory 
outcomes the developer, the deployer, or the state entity relying on the tool. Without clear 
allocation of liability and robust audit mechanisms, the diffusion of responsibility may leave 
victims without effective remedies. Regulatory approaches must therefore grapple with the 
tension between protecting proprietary innovation and ensuring transparency sufficient to uphold 
constitutional and human rights standards. 

The integration of AI with big data ecosystems further complicates traditional notions of consent 
and privacy. AI systems thrive on vast quantities of data aggregated from multiple sources, often 
repurposed beyond their original context of collection. Secondary data usage has become 
commonplace, where information initially provided for one purpose is later analyzed for entirely 
different objectives, such as behavioral prediction or targeted advertising. Even when individuals 
formally consent to data processing, such consent may be diluted in practice. Lengthy and 
complex privacy policies seldom provide meaningful understanding of how data may be 
combined, inferred, and monetized. Advanced analytics can generate sensitive insights such as 
health conditions, political inclinations, or financial vulnerability through inference rather than 
direct disclosure. This capacity challenges traditional data protection frameworks that rely on 
notice-and-consent models. Aggregation across datasets magnifies risks, as seemingly innocuous 



pieces of information, when combined, reveal intimate aspects of personal life. Regulatory 
authorities must therefore consider whether existing consent paradigms are adequate in an era 
where predictive analytics can anticipate behavior and preferences with remarkable accuracy. 

Facial recognition and surveillance technologies represent perhaps the most visible manifestation 
of AI’s regulatory dilemmas. Deployed in public spaces, transportation hubs, educational 
institutions, and commercial establishments, facial recognition systems enable real-time 
identification and tracking of individuals. Proponents argue that such technologies enhance 
security and facilitate efficient law enforcement. However, empirical studies have revealed 
higher error rates in identifying women and persons belonging to minority communities, raising 
significant equality concerns. The deployment of pervasive surveillance infrastructures also 
threatens fundamental rights to privacy, anonymity, and freedom of assembly. When individuals 
are aware that their movements and associations may be continuously monitored, the chilling 
effect on democratic participation can be profound. The absence of comprehensive statutory 
frameworks governing the proportional use, retention, and sharing of biometric data further 
heightens the risk of misuse. Cross-border data flows add another layer of complexity, as 
biometric information may be stored or processed in jurisdictions with weaker safeguards. 

The emerging AI technologies are reshaping governance, commerce, and social interaction in 
ways that outpace conventional regulatory paradigms. The challenges extend beyond technical 
malfunction to encompass structural discrimination, accountability gaps, privacy erosion, and 
democratic vulnerability. Crafting an effective regulatory response requires balancing innovation 
with the protection of fundamental rights, embedding transparency and fairness into system 
design, and ensuring that technological advancement does not undermine constitutional values. 
As AI continues to evolve, regulatory frameworks must remain adaptive, principled, and 
grounded in the broader objectives of justice and human dignity. 

Comparative Perspective 

A comparative examination of global regulatory approaches to artificial intelligence and data 
governance reveals a significant divergence between the European Union’s structured, 
rights-based model and India’s evolving but still fragmented framework. The European Union 
has adopted a precautionary, human-centric approach that places fundamental rights at the core 
of digital governance. In contrast, India is still in the process of shaping a comprehensive 
regulatory architecture specifically tailored to artificial intelligence and automated 
decision-making systems. This divergence has important implications for accountability, 
transparency, and protection of individuals against algorithmic harms. 

6.1 European Union Framework 

The European Union’s digital regulatory ecosystem is anchored in the General Data Protection 
Regulation (GDPR), which represents one of the most comprehensive data protection regimes 



globally. The GDPR is grounded in principles of lawfulness, fairness, transparency, purpose 
limitation, data minimization, and accountability. Unlike traditional data protection statutes that 
focus primarily on privacy, the GDPR integrates data governance with broader concerns of 
dignity, autonomy, and non-discrimination. Its extraterritorial reach ensures that entities 
processing personal data of individuals within the European Union must comply, irrespective of 
where the entity is established. 

A particularly significant provision is Article 22 of the GDPR, which addresses automated 
decision-making, including profiling. This provision grants individuals the right not to be subject 
to decisions based solely on automated processing that produce legal or similarly significant 
effects. The inclusion of such a safeguard demonstrates the EU’s recognition of the risks 
associated with algorithmic governance. It mandates meaningful human intervention, ensures the 
right to obtain an explanation of the decision, and allows individuals to contest automated 
outcomes. These safeguards reflect an understanding that artificial intelligence systems, while 
efficient, may replicate biases, entrench discrimination, or operate opaquely in ways that 
undermine procedural fairness. 

The EU model is also distinctly risk-based. Rather than prohibiting technological innovation 
outright, it calibrates regulatory intensity according to the degree of potential harm. Controllers 
and processors are required to conduct Data Protection Impact Assessments in cases of high-risk 
processing, particularly where new technologies are deployed. Supervisory authorities are 
empowered to impose substantial penalties for non-compliance, thereby reinforcing regulatory 
deterrence. The combination of enforceable rights, independent regulatory oversight, and 
structured compliance obligations ensures that data governance is not merely aspirational but 
operational in practice. 

6.2 EU Artificial Intelligence Regulation 

Building upon the GDPR’s foundation, the European Union has moved toward a dedicated 
regulatory regime for artificial intelligence through the Artificial Intelligence Act. This 
legislative initiative represents the first comprehensive attempt by a major jurisdiction to regulate 
AI systems through a harmonized legal framework. The Act adopts a risk-tiered classification 
model, distinguishing between unacceptable risk, high risk, limited risk, and minimal risk 
systems. 

Under this framework, certain uses of AI such as social scoring by public authorities or 
manipulative practices that exploit vulnerabilities are prohibited outright as unacceptable risks. 
High-risk AI systems, which include applications in critical infrastructure, law enforcement, 
migration management, and employment, are subject to stringent compliance requirements. 
Providers of high-risk systems must ensure robust data governance, maintain technical 
documentation, establish risk management systems, and guarantee human oversight. Conformity 
assessments are required before such systems can be placed on the market. 



Transparency forms another cornerstone of the EU AI regulatory model. Systems that interact 
with individuals, generate deepfakes, or employ emotion recognition must clearly disclose their 
artificial nature. This obligation seeks to preserve informational autonomy and prevent 
deception. Accountability mechanisms are reinforced through market surveillance authorities and 
coordinated supervisory structures across Member States. Importantly, the EU framework 
conceptualizes AI governance not merely as a technological issue but as a matter of 
constitutional significance, linking regulatory controls to the protection of fundamental rights 
enshrined in the Charter of Fundamental Rights of the European Union. 

The EU’s approach therefore reflects regulatory foresight. It integrates data protection law with 
sector-specific AI oversight, ensuring that automated systems are subject to legal scrutiny at both 
the data-processing stage and the algorithmic deployment stage. By institutionalizing risk 
assessment, documentation, and transparency, the EU aims to prevent harm rather than respond 
reactively. 

6.3 Comparative Gaps in the Indian Framework 

In contrast, India’s regulatory landscape lacks an AI-specific statutory framework comparable to 
the EU’s Artificial Intelligence Act. While India has enacted digital governance reforms, 
including data protection legislation, these do not yet comprehensively address algorithmic 
accountability or automated decision-making risks in the manner contemplated by Article 22 of 
the GDPR. The absence of explicit statutory safeguards against fully automated decisions that 
significantly affect individuals creates a regulatory vacuum, particularly in sectors such as 
financial services, welfare distribution, predictive policing, and employment screening. 

Furthermore, Indian law presently does not impose a structured risk-based classification of AI 
systems. Without legally mandated impact assessments tailored to AI deployment, there is 
limited ex ante scrutiny of high-risk technologies. This reactive rather than preventive approach 
may expose individuals to systemic harms before remedial mechanisms can be triggered. 
Regulatory oversight remains dispersed across sectoral regulators, and no unified supervisory 
authority specifically tasked with AI governance has been established. 

Another notable gap concerns data subject rights. Compared to the GDPR’s comprehensive 
regime encompassing rights to access, rectification, erasure, portability, and objection Indian 
data protection safeguards are comparatively narrower in scope and less robustly enforced. The 
absence of a clearly articulated “right to explanation” in cases of automated profiling further 
weakens procedural fairness protections. Individuals affected by algorithmic decisions may find 
it difficult to obtain meaningful information about how outcomes were generated or to challenge 
potentially discriminatory impacts. 

Additionally, transparency obligations concerning AI-driven interactions remain 
underdeveloped. There is no general statutory requirement mandating disclosure when 



individuals are interacting with AI systems, nor are there explicit prohibitions on certain 
high-risk AI practices. This lacuna raises concerns about unchecked algorithmic deployment in 
sensitive public functions. 

The comparative perspective, the European Union’s regulatory model represents a proactive, 
rights-centric, and risk-calibrated approach to AI governance. India, while progressing in digital 
regulation, has yet to institutionalize a similarly comprehensive and enforceable AI framework. 
Bridging this gap would require the introduction of AI-specific legislation, the incorporation of 
automated decision-making safeguards, the strengthening of data subject rights, and the 
establishment of independent oversight mechanisms. Without such reforms, India risks lagging 
in ensuring that technological innovation proceeds in harmony with constitutional values and 
fundamental rights. 

Judicial Trends and Emerging Case Law 

The evolution of judicial trends in India concerning data governance and digital rights has been 
significantly shaped by constitutional interpretation, particularly after the recognition of privacy 
as a fundamental right. In Justice K.S. Puttaswamy (Retd.) v. Union of India (2017), the Supreme 
Court unequivocally affirmed that the right to privacy is intrinsic to Article 21 of the 
Constitution. This landmark ruling established a constitutional foundation for evaluating State 
and non-State actions involving personal data9. The Court emphasized that any restriction on 
privacy must satisfy the tests of legality, legitimate aim, necessity, and proportionality. This 
proportionality framework has since become central to judicial review in matters relating to data 
governance and surveillance. 

Following Puttaswamy, courts have increasingly examined State measures affecting 
informational privacy through a structured constitutional lens. The proportionality principle has 
expanded beyond a mere balancing test to a more rigorous inquiry into whether the measure 
adopted is the least restrictive alternative and whether procedural safeguards exist to prevent 
abuse. In Aadhaar-related litigation, particularly in K.S. Puttaswamy (Aadhaar-5J.) v. Union of 
India (2018), the Court scrutinized the architecture of biometric data collection, storage, and 
authentication mechanisms. While the majority upheld the Aadhaar scheme with certain 
limitations, it reinforced that data minimization, purpose limitation, and storage restrictions are 
constitutionally relevant safeguards. The judgment demonstrated judicial willingness to engage 
with technical dimensions of data governance, including encryption standards and data retention 
policies, while simultaneously deferring to legislative competence in matters of socio-economic 
policy. 

The privacy doctrine has also influenced judicial reasoning in cases involving digital platforms 
and intermediary liability. Courts have acknowledged that informational autonomy is closely 

9 Samuel D. Warren and Louis D. Brandeis, “The Right to Privacy,” 4 Harvard Law Review 193–220  



connected to dignity and decisional freedom. As digital ecosystems expand, judicial 
interpretation is likely to continue emphasizing accountability mechanisms, transparency in 
algorithmic decision-making, and effective remedies against data breaches. The proportionality 
standard now serves as a constitutional checkpoint for evaluating not only surveillance but also 
regulatory frameworks governing data processing, cross-border data transfers, and consent 
architecture. 

The Pegasus surveillance controversy marked another significant phase in judicial engagement 
with digital rights. Allegations that the Pegasus spyware, developed by NSO Group, had been 
used to target journalists, activists, and public officials raised serious constitutional concerns. In 
Manohar Lal Sharma v. Union of India (2021)10, the Supreme Court confronted questions 
regarding unauthorized surveillance and the adequacy of existing legal safeguards under the 
Telegraph Act and the Information Technology Act. Rather than accepting the government’s 
invocation of national security at face value, the Court underscored that national security cannot 
be a talismanic phrase used to shield executive action from judicial scrutiny. 

The Court constituted an independent technical committee under judicial supervision to 
investigate the allegations, thereby reinforcing the importance of judicial oversight in matters 
involving intrusive digital surveillance. This development signaled a shift toward greater 
institutional vigilance in protecting civil liberties in the digital age. The Pegasus proceedings 
highlighted structural gaps in statutory surveillance frameworks, particularly the absence of an 
independent authorization and review mechanism comparable to judicial warrants. The Court’s 
approach reflected a cautious yet assertive stance: it refrained from conclusively determining 
liability without technical findings but insisted on procedural accountability and transparency. 

Looking ahead, the enactment of the Digital Personal Data Protection Act, 2023 (DPDP Act) is 
expected to generate fresh constitutional challenges. Potential areas of litigation include the 
breadth of exemptions granted to the State, especially on grounds such as sovereignty, public 
order, and national security11. Critics argue that overly broad exemptions may dilute the privacy 
protections articulated in Puttaswamy and risk failing the proportionality test. Questions may 
also arise concerning the independence and composition of the Data Protection Board, the 
adequacy of grievance redressal mechanisms, and the scope of delegated rule-making powers 
vested in the executive. 

Another anticipated area of challenge concerns consent architecture and the processing of 
children’s data, where stringent compliance obligations must be balanced against innovation and 
digital access. Courts may be called upon to clarify whether the DPDP framework sufficiently 
embodies constitutional values such as transparency, accountability, and informational 

11 Martin B. Privacy in a programmed platform: How the General Data Protection Regulation applies to the 
metaverse. Harvard Journal of Law & Technology. 
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self-determination. Furthermore, cross-border data transfer provisions and the absence of a 
comprehensive surveillance reform law could become focal points of constitutional scrutiny. 

The judicial trends indicate a gradual but discernible shift toward embedding constitutional 
privacy standards within the architecture of data governance. The proportionality doctrine, 
strengthened oversight in surveillance matters, and the emerging scrutiny of legislative 
frameworks such as the DPDP Act collectively suggest that the judiciary will continue to play a 
pivotal role in shaping India’s digital constitutionalism. 

Recommendations and Reform Proposals 

The rapid integration of artificial intelligence into governance, commerce, finance, healthcare, 
and digital platforms has created unprecedented regulatory challenges that demand a 
comprehensive and forward-looking reform framework. At the outset, strengthening institutional 
independence must be treated as a foundational reform priority. Regulatory bodies overseeing 
artificial intelligence and data protection must function autonomously, free from political or 
executive interference, to ensure credibility, transparency, and public trust. The experience of 
institutions such as the Competition Commission of India demonstrates that statutory 
independence, financial autonomy, and clearly defined adjudicatory powers significantly 
enhance regulatory effectiveness. An independent regulatory authority dedicated to AI 
governance, or a significantly empowered data protection authority with specialized AI 
divisions, should possess investigative, supervisory, and enforcement powers, including the 
authority to impose meaningful penalties, conduct audits, and mandate corrective measures. 
Appointment processes for members must be transparent and merit-based, with security of tenure 
to prevent undue influence. Furthermore, parliamentary oversight mechanisms should be 
strengthened to ensure accountability without compromising independence. Such structural 
safeguards are essential to prevent regulatory capture, particularly in a sector where dominant 
technology corporations wield enormous economic and informational power. 

Incorporating AI-specific provisions within the existing legal framework is equally crucial. 
General data protection principles, while important, are insufficient to address the unique risks 
posed by algorithmic decision-making systems. A risk-based AI classification model, inspired by 
the regulatory logic adopted in instruments such as the European Union Artificial Intelligence 
Act, could be adapted to the Indian context. Under such a model, AI systems would be 
categorized into prohibited, high-risk, limited-risk, and minimal-risk categories based on their 
potential impact on fundamental rights, safety, and democratic processes. High-risk AI systems, 
particularly those deployed in critical sectors such as law enforcement, credit scoring, 
recruitment, and healthcare, should be subject to mandatory compliance obligations. These 
obligations must include pre-deployment conformity assessments, periodic audits, and 
continuous monitoring to ensure that systems remain aligned with constitutional guarantees of 
equality, non-discrimination, and due process. In addition, mandatory algorithmic impact 



assessments should be introduced as a statutory requirement. These assessments would evaluate 
potential biases, discriminatory outcomes, data vulnerabilities, and systemic risks prior to 
large-scale deployment12. They should not remain internal corporate exercises but be subject to 
regulatory review and, where appropriate, public disclosure. This would promote transparency 
and foster responsible innovation rather than stifle technological advancement. 

Enhancing the rights of data principals forms another indispensable pillar of reform. As 
automated systems increasingly influence access to employment, credit, education, and social 
welfare benefits, individuals must be empowered with meaningful rights against opaque 
decision-making. The right to explanation should be codified in explicit terms, ensuring that any 
person adversely affected by an automated decision has access to clear, intelligible, and 
actionable information regarding the logic, significance, and consequences of such decisions. 
Comparative jurisprudence under the General Data Protection Regulation underscores the 
importance of interpretability in algorithmic governance, even though debates continue regarding 
the precise contours of this right. In the Indian context, statutory recognition of the right to 
explanation must be accompanied by enforceable remedies, including the right to seek human 
review and contest automated outcomes. Stronger redress mechanisms are equally necessary. 
Dedicated grievance redressal officers, time-bound complaint resolution frameworks, and 
accessible appellate forums should be institutionalized. Additionally, collective redress 
mechanisms, including class-action style complaints in cases of systemic algorithmic harm, 
would strengthen accountability. Without accessible remedies, formal rights risk becoming 
symbolic rather than substantive. 

Another urgent reform imperative lies in narrowing the scope of government exemptions under 
data and AI regulatory frameworks. While national security, public order, and sovereign 
functions legitimately require certain operational flexibilities, overly broad and undefined 
exemptions undermine the rule of law and erode public confidence. Exemptions should be 
narrowly tailored, proportionate, and subject to procedural safeguards such as prior 
authorization, periodic review, and independent oversight. Judicial review must remain available 
to challenge arbitrary or excessive invocation of exemptions. In this regard, constitutional 
jurisprudence developed by the Supreme Court of India, particularly in cases affirming 
informational privacy as a fundamental right, establishes that any restriction must satisfy tests of 
legality, necessity, and proportionality. Embedding these principles explicitly within AI 
governance statutes would prevent misuse and ensure that technological deployment by state 
agencies does not become a tool of surveillance or discrimination. 

Finally, harmonization with global standards is indispensable in an interconnected digital 
economy. Artificial intelligence systems frequently operate across borders, and fragmented 
regulatory approaches can create compliance burdens while weakening user protections. India 

12 Apar Gupta & Raghav Sharma, “The Digital Personal Data Protection Act, 2023: An Analysis 
of its Constitutional and Structural Implications,” (2023) Indian Journal of Constitutional Law. 



should actively engage in international standard-setting forums and align its domestic framework 
with evolving global norms without compromising its constitutional values and developmental 
priorities. Harmonization does not require wholesale transplantation but calibrated convergence 
in core areas such as transparency requirements, cross-border data transfer safeguards, and 
accountability obligations for high-risk AI. Cooperation agreements with jurisdictions that have 
advanced AI regulatory regimes can facilitate knowledge exchange, joint research, and 
coordinated enforcement against transnational digital harms. At the same time, India must 
articulate its own normative vision that integrates technological innovation with social justice 
and digital inclusion. By strengthening institutional independence, embedding AI-specific 
safeguards, empowering data principals, limiting unchecked governmental exemptions, and 
aligning with global best practices, the legal framework can move beyond reactive regulation 
towards a principled, rights-oriented, and future-ready model of AI governance. 

Conclusion  

The foregoing analysis demonstrates that India’s evolving data protection regime stands at a 
critical intersection of technological acceleration and constitutional commitment. The 
implementation landscape reveals several structural and operational bottlenecks that continue to 
hinder the effective realization of privacy and informational autonomy. A central challenge lies 
in institutional preparedness. While the enactment of the Digital Personal Data Protection Act, 
2023 marks a significant legislative milestone, the operationalization of its provisions depends 
heavily on the timely establishment, staffing, and functional independence of the Data Protection 
Board. Regulatory uncertainty during the transitional phase has created compliance ambiguities 
for both public authorities and private data fiduciaries. Further, small and medium enterprises 
face disproportionate compliance burdens due to limited technical and financial capacity, thereby 
creating uneven enforcement realities. The absence of detailed subordinate legislation and 
sector-specific guidelines has also resulted in interpretative gaps, particularly in areas involving 
cross-border data transfers, significant data fiduciary classification, and grievance redressal 
procedures. These bottlenecks, if unaddressed, risk reducing the normative promise of the statute 
into a formalistic framework without substantive impact. 

The emergence of artificial intelligence systems introduces an additional layer of regulatory 
insufficiency. Contemporary AI architectures rely on large-scale data aggregation, algorithmic 
profiling, and automated decision-making processes that challenge traditional consent-based 
models of data protection. The recognition of privacy as a fundamental right in Justice K.S. 
Puttaswamy v. Union of India laid the constitutional foundation for informational 
self-determination, yet AI-driven ecosystems often operate in opaque and non-transparent ways 
that dilute meaningful consent. Automated processing, inferential analytics, and predictive 
modeling raise concerns about bias, discrimination, and the erosion of accountability. Current 
statutory provisions do not fully address algorithmic explainability, fairness audits, or liability for 
harm caused by autonomous systems. Moreover, public sector deployment of AI for governance, 



welfare distribution, and surveillance amplifies risks of function creep and disproportionate data 
collection. The regulatory framework, while progressive in its articulation of principles, remains 
reactive rather than anticipatory in the face of rapidly evolving AI technologies. 

Looking ahead, the future of data protection in India must be anchored in dynamic and 
technology-neutral legislative design. Static, prescriptive regulation is unlikely to keep pace with 
innovations such as generative AI, biometric analytics, and decentralized data infrastructures. 
Instead, principle-based governance supported by adaptive rule-making powers can offer greater 
resilience. Continuous regulatory review mechanisms, stakeholder consultations, and sandbox 
models for emerging technologies may facilitate innovation without compromising rights. 
Importantly, harmonization with global standards will enhance cross-border data flows and 
strengthen India’s position in the digital economy, while preserving constitutional safeguards. 

Ultimately, the trajectory of data protection reform must move toward a rights-based digital 
governance framework that places individual dignity at its core. Privacy cannot be treated merely 
as a compliance requirement; it must function as an enabling condition for democratic 
participation and personal autonomy. A robust enforcement architecture, transparency in 
algorithmic systems, and accessible grievance redressal mechanisms are indispensable to this 
vision. As India deepens its digital transformation, the legitimacy of its regulatory model will 
depend not only on statutory enactment but on effective implementation, institutional integrity, 
and sustained commitment to constitutional values. The challenge ahead is not merely to regulate 
data, but to ensure that technological advancement unfolds within a framework that safeguards 
liberty, equality, and accountability in the digital age. 
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